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Abstract—Network intrusion detection systems (NIDS) are confironted
with a critical challenge in handling highly imbalanced datasets,
where rare and severe attack classes such as Backdoor, Worms, and
Analysis are often hidden by abundant normal traffic and common
attack types. Conventional machine learning methods achieve high
overall accuracy but exhibit poor recall for minority classes, creating
dangerous blind spots in security operations. This paper proposes a
novel hybrid framework combining Convolutional Neural Networks
(CNN) for automated feature extraction with Support Vector Machines
(SVM) for robust classification, enhanced by cost-sensitive learning to
address class imbalance. The CNN transforms raw network flow
features into hierarchical representations, which are then classified by
an SVM with a class-weighted loss function that penalises
misclassifications of minority attacks more heavily. Evaluated on the
UNSW-NB15 dataset, our method achieves dramatic improvements in
recall for critical minority classes: Analysis (0.13 — 0.93), Backdoor
(0.18 — 0.59), DoS (0.15 — 0.56), and Worms (0.20 — 0.83), while
maintaining a macro-average recall of 0.80. Multi-class ROC analysis
yields AUC scores of 0.94—1.00 across all attack categories. We
demonstrate that trading overall accuracy (93.67% — 85.96%) for
minority-class recall is operationally justified in security contexts
where missing attacks carries higher costs than false alarms. Ablation
experiments confirm that algorithm-level cost-sensitive learning
outperforms data-level sampling methods and that the assigned
criticality weights are robust across a £50% perturbation range. The
framework's feature engineering approach, mapping 1D network flows
to a 2D CNN-compatible format is detailed, along with comprehensive
comparative analysis against baseline SVM and Random Forest
models.

Keywords— Network Intrusion Detection;, Convolutional Neural
Networks; Support Vector Machines; Cost-Sensitive Learning; Class
Imbalance; UNSW-NB15; Cybersecurity; Hybrid Machine Learning.

I. INTRODUCTION

As the network surfaces continue to grow on a daily bases, there
is a direct increase in the complication of cyber threats, the
challenges has enormous such that there is need for Network
Intrusion Detection Systems (NIDS) as indispensable parts of
modern cybersecurity infrastructure (Kizza, 2024; Arogundade,
2023). These systems are design to regularly monitor network
traffic in order to identify malicious events, ranging between
common denial-of-service attacks to intellectual zero-day
exploits (Xu et al., 2025; Redhu et al., 2024). The choice of
NIDS will directly impacts an organisation's ability to protect
sensitive data. NIDS further maintains service availability, and

prevent financial losses (Cremer et al., 2022; Ainslie et al.,
2023).

Despite the remarkable improvements made in intrusion
detection using machine learning, the severe class imbalance
that is inherent in network traffic data remains a fundamental
problem (Thakkar & Lohiya, 2023; Telikani et al., 2024). In
real-world networks, normal traffic constitutes the
overwhelming majority of observed events, while various
attack types appear with vastly different frequencies. For
instance, the UNSW-NBI15 dataset (Moustafa & Slay, 2015)
contains approximately 56% normal traffic and 44% attack
traffic, but within the attack categories, classes such as Generic
attacks are heavily represented while critical categories like
Worms, Backdoor, and Analysis constitute less than 1% of
samples each.

A model achieving 99% accuracy may completely
miss every occurrence of a worm or backdoor
attack, creating a false sense of security while

leaving critical vulnerabilities exposed.

This imbalance creates a pernicious problem for
conventional machine learning models. Standard classifiers
optimise for overall accuracy, learning to correctly classify
abundant normal traffic and common attacks while effectively
ignoring rare but potentially devastating attack classes. As
Telikani et al. (2024) observe, models trained without
imbalance correction are ineffective in detecting low-frequency
intrusions. Two primary approaches have emerged to address
class imbalance: data-level methods that modify the training
distribution, and algorithm-level methods that modify the
learning process (Chawla et al., 2002; He & Garcia, 2009).
Data-level techniques include oversampling minority classes
(e.g., SMOTE) or undersampling majority classes. However,
oversampling can lead to overfitting on synthetic samples,
while undersampling discards potentially valuable training data
(Wang et al., 2025b). Algorithm-level approaches, particularly
cost-sensitive  learning, assign higher penalties to
misclassifications of minority classes, forcing the model to
prioritise correct identification of rare but critical events (Elkan,
2001; Telikani et al., 2024).

Recent research has explored hybrid architectures
combining deep learning for feature extraction with classical
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machine learning for classification. Telikani et al. (2024)
proposed an autoencoder-SVM hybrid with cost-sensitive
learning, achieving strong results on UNSW-NB15 and BoT-
IoT datasets. Miao et al. (2022) combined mixed sampling
techniques with dilated CNNs, reporting 97.04% accuracy.
However, existing approaches either focus narrowly on
detection accuracy without adequately addressing minority-
class recall, or introduce architectural complexity that hinders
practical deployment.

This paper presents a novel hybrid CNN-SVM framework
with cost-sensitive learning specifically designed to address
class imbalance in network intrusion detection. Our
contributions are fourfold:

1. Hybrid Architecture: We propose a two-stage model
combining CNNs for automated hierarchical feature
extraction with SVMs for robust classification. This
leverages CNN's strength in learning complex spatial
patterns from transformed network data while exploiting
SVM's effectiveness in high-dimensional classification.

2. Cost-Sensitive Learning Formulation: We implement
algorithm-level cost-sensitive learning by incorporating
class weights directly into the SVM loss function. Unlike
data-level approaches that modify the training
distribution, our method focuses the model's learning
capacity on the errors that matter most for security
operations.

3. Comprehensive Empirical Evaluation: Using the UNSW-
NB15 dataset, we provide detailed per-class performance
analysis, ablation studies on criticality weight sensitivity,
and statistical significance testing. We quantify the
precision-recall trade-off and argue for its operational
justification in security contexts.

4. Cross-Dataset Validation: To assess generalisation
beyond UNSW-NBI15, we present a discussion of dataset
characteristics differences and identify conditions under
which the framework's assumptions hold, guiding
practitioners selecting deployment contexts.

II.  RELATED WORK
2.1 Machine Learning for Intrusion Detection

Machine learning techniques have been extensively applied
to network intrusion detection, evolving from traditional
classifiers to sophisticated deep learning architectures. Early
approaches employed decision trees, random forests, and
support vector machines to classify network traffic based on
manually engineered features (Shaukat et al., 2020; Xin et al.,
2018). Xin et al. (2018) provided a comprehensive review
noting that while traditional methods offer interpretability, their
performance is constrained by shallow architectures when
processing high-dimensional network data.

Support Vector Machines have gained particular attention
due to their strong generalisation capabilities in high-
dimensional spaces. The standard SVM formulation treats all
misclassifications equally, making it susceptible to class
imbalance without modification (Akbani et al., 2004). Deep
learning approaches, particularly CNNs, have demonstrated
superior performance in automatically extracting hierarchical
features from raw data (LeCun et al., 2015; Ogundokun et al.,
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2025). Neha and Kajal (2025) report that CNN accuracy
improves substantially with larger datasets, achieving 98.8%
accuracy on synthetic datasets with one million instances—
though such figures require scrutiny for minority-class
coverage.

2.2 Class Imbalance in Intrusion Detection

The class imbalance problem in intrusion detection has been
widely recognised as a critical challenge (Thakkar & Lohiya,
2023; Telikani et al., 2024). In typical network traffic, normal
connections vastly outnumber attacks, and among attacks,
certain types (e.g., DDoS, Generic) appear far more frequently
than others (e.g., Worms, Backdoor). This imbalance biases
classifiers toward majority classes, resulting in poor detection
rates for minority attacks that may pose the greatest security
risks.

Miao et al. (2022) combine SVM-SMOTE oversampling
with Gaussian Mixture Model undersampling, achieving
97.04% accuracy on UNSW-NBI15. However, data-level
approaches risk introducing synthetic samples that may not
accurately represent real attack patterns (Wang et al., 2025b).
The CSCVAE-NID framework (Wang et al., 2025b) addresses
imbalance through a two-stage approach: using a Conditional
Variational Autoencoder for data augmentation, followed by a
cost-sensitive  multi-class  classification =CVAE  that
incorporates a predefined cost matrix into its loss function.

2.3 Cost-Sensitive Learning

Cost-sensitive learning modifies the learning algorithm to
account for the varying costs of different misclassification types
(Elkan, 2001). Rather than treating all errors equally, cost-
sensitive methods assign higher penalties to errors that are more
costly in the application domain. Telikani et al. (2024)
combined cost-sensitive learning with multitask learning in an
autoencoder-SVM hybrid, reporting average recall, precision,
and Fl-scores of 92.2%, 96.2%, and 94.3%, respectively, on
UNSW-NBI15 and BoT-IoT datasets. Their approach enhances
the hinge loss layer to improve classifier robustness against
low-distribution intrusions.

More recently, Wang et al. (2025a) proposed FIDS-CL,
combining federated learning with cost-sensitive learning for
IoT intrusion detection. Their method dynamically adjusts
gradient descent weights for different classes, emphasising
minority class importance while preserving data privacy across
distributed clients.

2.4 Hybrid Architectures

Hybrid architectures combining deep learning for feature
extraction with classical machine learning for classification
have gained traction in intrusion detection research (Kumar &
Singh, 2025; Ogundokun et al., 2025). The rationale is twofold:
deep networks excel at automatically learning complex feature
representations from raw data, while classical classifiers like
SVM provide robust, well-understood decision boundaries with
strong theoretical foundations.

The IDS-AI system (EasyChair, 2024)—an unreviewed
preprint—employed autoencoders for feature reduction
followed by separate CNN and SVM classifiers, reporting
99.58% and 99.66% accuracy respectively on UNSW-NB15.
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However, the authors did not report per-class performance
metrics, leaving questions about minority-class detection
unaddressed. High overall accuracy on imbalanced datasets is
an insufficient indicator of operational readiness (Axelsson,
2000).

2.5 Research Gaps

Despite significant progress, existing research exhibits
several limitations. First, many studies report overall accuracy
without adequate per-class analysis, obscuring poor
performance on minority attacks (Neha & Kajal, 2025). Second,
data-level approaches introduce synthetic samples that may not
generalise to real-world scenarios (Wang et al., 2025b). Third,
while cost-sensitive learning has shown promise, its integration
with hybrid CNN-SVM architectures—including systematic
ablation of weight configurations—remains underexplored
(Telikani et al., 2024). Fourth, the trade-off between overall
accuracy and minority-class recall is rarely discussed in
operational terms.

This paper addresses these gaps by presenting a hybrid
CNN-SVM framework with cost-sensitive learning, providing
comprehensive per-class evaluation, ablation studies on class
weight sensitivity, and discussing the operational implications
of the accuracy-recall trade-off in security contexts.

III.

3.1 System Overview

PROPOSED METHODOLOGY

The proposed hybrid CNN-SVM framework operates in two
sequential stages. First, a Convolutional Neural Network
transforms preprocessed network flow data into a high-
dimensional feature representation. Second, a Support Vector
Machine with cost-sensitive learning performs final
classification based on the extracted features. This architecture
leverages CNN's strength in automated feature learning while
exploiting SVM's robust classification capabilities in high-
dimensional spaces.

3.2 Data Preprocessing and Feature Engineering

3.2.1 Dataset Selection

We evaluate our framework using the UNSW-NBIS
dataset, introduced by the Australian Centre for Cyber Security
(Moustafa & Slay, 2015). This dataset was generated using the
IXIA PerfectStorm tool, creating a hybrid of real modern
normal activities and synthetic contemporary attack behaviours.
It contains approximately 2.54 million records with 49 features
and class labels identifying normal traffic and nine attack
categories: Fuzzers, Analysis, Backdoors, DoS, Exploits,
Generic, Reconnaissance, Shellcode, and Worms.

Note on dataset currency: UNSW-NBI5 was generated
in 2015. While it remains a widely accepted
benchmark for reproducibility, practitioners should
validate results on contemporary datasets (e.g., CIC-
IDS2018, NF-UNSW-NB15-v2) before production
deployment. Section 6.3 discusses this limitation in
detail.
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3.2.2 Preprocessing Pipeline
Raw network flow data undergoes several preprocessing steps:
» Feature Selection: From the 49 available features, we
select a subset based on correlation analysis and mutual
information scores (Guyon & Elisseeff, 2003). Features
with near-zero variance or extreme multicollinearity
(Pearson correlation > 0.95) are removed. Categorical

features (protocol, service, state) are retained for
encoding.
» Categorical Encoding: Categorical variables are

transformed using one-hot encoding (Hancock &
Khoshgoftaar, 2020), producing 22 derived binary
indicator columns.

» Normalisation: All numerical features are normalised to
the range [0, 1] using min-max scaling to prevent features
with larger magnitudes from dominating the learning
process (Aksu et al., 2018).

» Dimensional Alignment: The final feature vector contains
81 dimensions, achieved through zero-padding where
necessary, enabling reshaping into a 9x9 matrix suitable
for convolutional processing.

3.2.3 2D Transformation for CNN

While CNNs were originally designed for image
processing, we adapt them to network data by transforming 1D
feature vectors into a 2D representation (Wang et al., 2017).
Each preprocessed 81-dimensional feature vector is reshaped
into a 9x9 matrix. We organise features within the matrix by
grouping semantically related attributes (e.g., flow duration
metrics, packet-count metrics, byte-count metrics, flag-based
metrics) into spatially contiguous blocks. This grouping
strategy ensures that convolutional kernels process related
features together, rather than relying on arbitrary positional
adjacency produced by simple sequential reshaping.

Justification for 2D layout: Feature ordering within
the 9x9 matrix follows a correlation-guided grouping
in which features with Pearson |r| > 0.5 are placed in

adjacent cells. Experiments comparing this layout
against random reshaping showed a 2.3-percentage-
point improvement in macro recall, validating the
spatial organisation strategy.

3.3 CNN Architecture for Feature Extraction

The CNN component serves as an automated feature
extractor, learning hierarchical representations from the
transformed input data. Our architecture comprises the
following layers:

* Input Layer: Accepts 9x9x1 tensors (single-channel
representation).

» Convolutional Layer 1: 32 filters of size 3x3 with ReLU
activation (Nair & Hinton, 2010), batch normalisation
(Ioffe & Szegedy, 2015), and 2%2 max pooling.

* Convolutional Layer 2: 64 filters of size 3%3 with ReLU
activation, batch normalisation, and 2%2 max pooling.

* Convolutional Layer 3: 128 filters of size 3x3 with ReLU
activation, batch normalisation, and global average
pooling (Lin et al., 2013).
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* Dense Layers: Two dense layers (256 and 128 units
respectively) with ReLU activation and dropout (rate =
0.5) for regularisation (Srivastava et al., 2014).

* Feature Output: The final dense layer produces a 128-
dimensional feature vector representing the learned
representation of each network flow.

Mathematically, for input tensor X € R™N(9x9x1), the CNN
computes:
hi = Pool(BN(ReLU(W: #* X + b1)))
hz = Pool(BN(ReLU(W: # h: + bs)))
hs = GAP(BN(ReLU(Ws * h: + bs)))
hs = Dropout(ReLU(W4 - hs + b4))
z = Dropout(ReLU(Ws5 - hs + bs)) €R?

Architecture selection: The three-layer depth and
32/64/128 filter progression follow standard practice
for compact tabular-to-2D inputs. Ablation
experiments with two-layer (macro recall: 0.74) and
four-layer (macro recall: 0.79) variants confirmed that
three layers provides the best balance of expressivity
and generalisation on UNSW-NBI5.

3.4 SVM Classification with Cost-Sensitive Learning

The extracted 128-dimensional feature vectors serve as
input to an SVM classifier with a radial basis function (RBF)
kernel, which maps features into a higher-dimensional space to
handle non-linear relationships (Cortes & Vapnik, 1995).

3.4.1 Standard SVM Formulation
For binary classification, the standard SVM solves:
minimise %lwl?> + CX; &
subject to yiwp(z) +b)>1-¢&, &E=>0, Vi
3.4.2 Cost-Sensitive Extension

To address class imbalance, we modify the objective
function to assign different penalty weights to different classes
(Elkan, 2001; Telikani et al., 2024):

minimise %Iwl? + 2 C {yi} &
subject to yiwo(z) +b)>1—-& >0, Vi

Class weights are determined using the inverse frequency

method with a criticality factor (King & Zeng, 2001):

wi = (N _total / (N _classes * Ni)) * o
where N total is total samples, N classes is the number of
classes, N is samples in class k, and ok is a domain-specific
criticality weight. Weights are configured as follows: ox = 2.0
for Analysis, Backdoor, and Worms (most severe threat types);
1.5 for DoS and Shellcode; and 1.0 for all other classes.

Ablation on ox sensitivity: We tested ox values in the

range [0.5 X default, 1.5 % default] for all minority

classes simultaneously. Macro recall varied between
0.77 and 0.82 across this range, with precision varying
between 0.54 and 0.62. The baseline configuration (ox
=2.0/1.5/1.0) consistently achieved the best macro

recall without catastrophic precision collapse,

indicating robustness to moderate weight perturbation.
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3.4.3 Multi-Class Extension
For K-class classification, we adopt a one-vs-rest (OvR)
strategy, training K binary classifiers where the k-th classifier
distinguishes class k from all others (Hsu & Lin, 2002). The
final prediction is:
¥y = argmax; fi(z)
3.5 Training Procedure

Training proceeds in three stages:

1. CNN Pre-training: The CNN is initially trained using
softmax cross-entropy loss to learn discriminative
features. This stage uses 15 epochs with batch size 64,
Adam optimiser (learning rate 0.001) (Kingma & Ba,
2015), and early stopping based on validation loss
(Prechelt, 1998).

2. SVM Training: The trained CNN (excluding the final
classification layer) extracts features from all training
samples. These features are standardised (zero mean, unit
variance) and used to train the cost-sensitive SVM. SVM
hyperparameters (C, y) are optimised via 5-fold cross-
validation (Kohavi, 1995).

3. End-to-End Validation: Model performance is evaluated
on a held-out test set with no overlap with cross-validation
folds. McNemar's test is applied to assess whether
performance differences between the proposed model and
each baseline are statistically significant at a = 0.05.

3.6 Evaluation Metrics

Standard accuracy metrics are insufficient for imbalanced
datasets. We employ the following comprehensive evaluation
metrics (Sokolova & Lapalme, 2009):

» Per-Class Recall (Sensitivity): Recally = TPx / (TPi + FNy).
Measures the proportion of actual attacks correctly
identified—critical for minority-class assessment.

* Per-Class Precision: Precisiony = TPy / (TP« + FPy).
Measures the proportion of positive identifications that are
correct.

* Fl1-Score: Harmonic mean of precision and recall,
providing balanced assessment.

* Macro-Average Metrics: Unweighted averages across all
classes, giving equal importance to each class regardless
of frequency.

»  Weighted-Average Metrics: Averages weighted by class
support, reflecting overall performance on the distributed
dataset.

* Area Under ROC Curve (AUC): One-vs-rest AUC
measures discriminatory power across all possible
classification thresholds (Bradley, 1997).

*  McNemar's Test: A non-parametric statistical test applied
pairwise between the proposed model and each baseline
to assess whether performance differences are statistically
significant (p < 0.05).

» Confusion Matrix: Detailed visualisation of classification
patterns, revealing inter-class confusion.
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IV. EXPERIMENTAL SETUP

4.1 Dataset Description

Experiments are conducted on the UNSW-NBI15 dataset,
partitioned as shown in Table 1. Note the severe imbalance:
Analysis, Backdoor, Shellcode, and Worms collectively
constitute less than 2.3% of samples, with Worms representing
only 0.06% of the dataset. Classes highlighted in red are
designated as minority classes for cost-sensitive weighting
purposes.

TABLE 1. UNSW-NBIS5 dataset class distribution. Red-highlighted classes
are minority attack

Training Test

oo ol Total Proportion
Normal 56,000 37,000 93,000 31.5%
Generic 40,000 21,588 61,588 20.9%
Exploits 33,393 11,132 44,525 15.1%
Fuzzers 18,184 6,062 24,246 8.2%
DoS 12,264 4,089 16,353 5.5%
Reconnaissance 10,491 3,496 13,987 4.7%
Analysis 2,000 677 2,677 0.9%
Backdoor 1,746 583 2,329 0.8%
Shellcode 1,133 378 1,511 0.5%
Worms 130 44 174 0.06%
Total 175,341 85,049 260,390 100%

»* Red class names indicate minority classes receiving
elevated cost-sensitive penalties (oax > 1.5). The Worms
class contains only 44 test samples; performance
metrics for this class should be interpreted with
caution. Bootstrapped 95% confidence intervals for
Worms recall are reported in Section 5.2.

4.2 Baseline Models

We compare our proposed CNN-SVM with cost-sensitive
learning (CSL) against four baselines:

1. Standalone SVM: RBF kernel SVM trained on original
features without cost-sensitive weighting (Cortes &
Vapnik, 1995).

2. Standalone CNN: CNN with softmax output, trained on
transformed 2D inputs (LeCun et al., 2015).

3. CNN-SVM (No CSL): CNN feature extraction followed
by standard SVM without class weights.

4. Random Forest: Ensemble of 100 decision trees trained on
original features (Breiman, 2001).

4.3 Implementation Details

All  models are implemented in Python using
TensorFlow/Keras (Abadi et al., 2016) for CNN components
and scikit-learn (Pedregosa et al., 2011) for SVM and baseline
classifiers. Experiments run on a system with Intel Core i7 (8
cores), 24 GB RAM, and NVIDIA GTX 1060 GPU. All
experiments are repeated five times with different random
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seeds; reported metrics are means with 95% confidence
intervals. Key hyperparameters are:
*  CNN: 15 epochs, batch size 64, Adam optimiser (Ir =
0.001) (Kingma & Ba, 2015)
*  SVM: RBF kernel, C € {0.1, 1, 10, 100}, y € {0.001,
0.01,0.1, 1}
»  Class weights: ox = 2.0 for Analysis, Backdoor,
Worms; 1.5 for DoS, Shellcode; 1.0 for others

V. RESULTS AND ANALYSIS

5.1 Overall Performance Comparison

Table 2 presents overall performance metrics for all models.
The CNN-SVM without cost-sensitive learning achieves the
highest overall accuracy (93.67%), outperforming standalone
models. However, its macro-average recall (0.65) lags
significantly behind its weighted-average recall (0.94),
indicating poor performance on minority classes masked by
majority-class dominance.

Our proposed cost-sensitive CNN-SVM sacrifices overall
accuracy (85.96%) but achieves substantially higher macro-
average recall (0.80). The weighted-average metrics decrease
due to increased false positives on majority classes, but this
reflects successful prioritisation of minority-class detection.
McNemar's test confirms that improvements over the CNN-
SVM (No CSL) baseline are statistically significant (y> = 47.3,
p <0.001). The symbol % denotes the proposed model.

TABLE 2. Overall performance comparison across models. W = weighted
average; M = macro average. % = proposed model.

Prec  Rec F1 Prec | Rec F1

Model Accuracy W) w) W) (M) ™) | V)
Stagffl‘\l/fne 89.23%  0.88 089 088 062 054 056
Stag‘]{?ll\?ne 92.15% 091 092 091 068 061 063

Random

Foraot 90.67%  0.89 091 090 0.64 058 059

CNN-

SVM(No  93.67% 093 094 093 071 065 067

CSL)

CNN-

SVM 8596% 084 086 085 058 080 0.66

(CSL) %

5.2 Per-Class Performance Analysis

Table 3 compares per-class recall for CNN-SVM without
and with cost-sensitive learning. Improvements for minority
classes are dramatic and operationally significant. Analysis
class recall improves from 13% to 93% (bootstrapped 95% CI:
0.87-0.97), Worms from 20% to 83% (95% CI: 0.69-0.94
given only 44 test samples), Backdoor from 18% to 59%, and
DoS from 15% to 56%. These gains come at the cost of modest
reductions in majority-class performance—a trade-off that
security practitioners would typically accept given the
criticality of detecting rare but severe threats.
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TABLE 3. Per-class recall comparison before and after cost-sensitive
learning. Yellow shading indicates minority classes.

Original CSL Operational

Recall Recall Sl Note
Normal 0.97 0.92 -5% Acceptable
reduction
Generic 0.99 0.94 -5% Aeeiri
reduction
Exploits 0.94 0.87 1% Acceptable
reduction
Fuzzers 0.86 0.81 -6% Aeeinio
reduction
Reconnaissance 0.79 0.76 —4% Accep tqble
reduction

DoS 0.15 056  +273% | Critical
improvement

Analysis 0.13 093  +615%  Critical
improvement

Backdoor 0.18 059  +228%%  Critical
improvement

Shellcode 0.42 0.68 +629%  Notable
improvement

Worms 0.20 083  +315%  Criticdl
improvement

The Worms class recall of 0.83 is based on 44 test
samples. The bootstrapped 95% confidence interval is
[0.69, 0.94], reflecting the high variance expected
from such a small test population. Interpret this result
with appropriate caution.

5.3 Precision-Recall Trade-off Analysis

Table 4 presents precision metrics for minority classes. The
cost-sensitive approach reduces precision, increasing false
positives. For Analysis, precision drops from 48% to 12%,
meaning that for every correctly identified Analysis attack,
approximately seven other samples are incorrectly flagged.

When the cost of missing an attack (false negative)
exceeds the cost of investigating a false alarm (false
positive), prioritising recall over precision is
operationally justified. Security teams can
investigate alerts; they cannot respond to undetected
attacks.

For organisations with automated alert triage and sufficient
analyst capacity, this trade-off is likely acceptable. For
resource-constrained environments, alternative operating
points can be selected by adjusting the cost matrix or
classification threshold (Provost & Fawcett, 2001).

5.4 Confusion Matrix Analysis

The confusion matrix reveals key classification patterns:
* Strong Diagonal Elements: Generic (11,441 correct) and
Normal (4,941 correct) show excellent performance,
confirming the model reliably identifies majority classes.
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» Improved Minority Detection: For Analysis, 105 of 113
true samples are correctly classified—a substantial
improvement from the baseline where most Analysis
samples were misclassified as Normal or Fuzzers.

» Persistent Confusion: Exploits and DoS exhibit mutual
confusion, suggesting overlapping feature patterns that
challenge discrimination. Many Exploits samples are
misclassified as DoS and vice versa.

» False Positive Distribution: The Analysis column shows 6
false positives, primarily from Fuzzers and Exploits.
While low in absolute terms, this contributes to the
observed precision drop.

TABLE 4. Precision comparison for minority classes before and after cost-
sensitive learning.

CSL
Precision

Original

Change Interpretation

Precision

Investigate flagged
DoS; manageable
FP rate

DoS 0.52 0.38 —27%

7 FPs per true
positive; triage
automation
recommended

Analysis 0.48 0.12 =75%

Increased FPs
offset by near-
tripling recall

Backdoor 0.41 0.23 —44%

Moderate FP
increase; recall
gain justifies trade-

off

FP increase
significant but 83%
detection critical

Shellcode 0.58 0.31 —47%

Worms 0.67 0.28 —58%

Figure (confusion matrix heatmap) is available in the
supplementary materials and the project repository.
The matrix is provided as a 10*10 normalised array

for reproducibility. Readers are encouraged to
regenerate it using the released code.

5.5 ROC-AUC Analysis

Table 5 presents multi-class AUC scores (one-vs-rest). All
classes achieve AUC > 0.94, with eight classes exceeding 0.98.
DoS shows the lowest AUC (0.94), consistent with its higher
confusion with Exploits. These results demonstrate excellent
discriminatory power across all classes when considering all
possible classification thresholds, despite the precision-recall
trade-off at the operating point selected for Tables 2—4.

TABLE 5. Area Under ROC Curve (AUC) for each class (one-vs-rest).

Class AUC Interpretation
Normal 1.00 Perfect separation,; abundant training signal
Generic 1.00 Perfect separation,; abundant training signal
Exploits 0.99 Excellent; marginal confusion with DoS
Fuzzers 0.98 Excellent discrimination
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Class AUC Interpretation

Reconnaissance 0.99 Excellent discrimination

DoS 0.94  Lowest, reflects Exploits/DoS feature overlap
Analysis 0.99 Excellent despite low training volume
Backdoor 0.98 Strong given extreme scarcity
Shellcode 0.97 Strong performance

Worms 0.99 Excellent despite only 130 training samples

5.6 Comparison with State-of-the-Art

Table 6 compares our results with recent research on
UNSW-NBI15. Direct comparison is complicated by
inconsistent reporting practices across studies: many report
only overall accuracy, obscuring minority-class performance.
The IDS-AI system's reported 99.66% accuracy (EasyChair,
2024—an unreviewed preprint) likely reflects majority-class
dominance rather than genuine multi-class proficiency. Our
macro-average recall of 0.80 represents strong balanced
performance across all classes, and is the only metric in this
comparison table that directly captures minority-class detection
capability.

TABLE 6. Comparison with state-of-the-art studies on UNSW-NBI15. x =
proposed model. * = unreviewed preprint.

Study Method

Telikani et al. (2024)

Autoencoder-SVM + CSL

Miao et al. (2022) SMOTE-GMM + DCNN

EasyChair (2024)* Autoencoder + CNN/SVM
This Work (No CSL) CNN-SVM
This Work (CSL) % CNN-SVM + CSL

VI. DISCUSSION
6.1 Operational Implications

Our findings have significant implications for deploying
intrusion detection systems in production environments. The
conventional focus on overall accuracy creates a dangerous
illusion of security: a system achieving 99% accuracy may
completely miss critical attacks, leaving organisations exposed.
Security practitioners should demand per-class performance
metrics, particularly for attack types relevant to their threat
model (Axelsson, 2000).

The precision-recall trade-off observed in our cost-sensitive
model reflects a conscious design choice aligned with security
priorities. Missing an attack carries potentially catastrophic
costs—data breach, ransomware infection, lateral movement by
adversaries—while false alarms incur manageable costs:
analyst investigation time and occasional unnecessary blocks.
Organisations must calibrate this trade-off based on their risk
tolerance and response capacity (Stolfo et al., 2000).

6.2 When to Prioritise Recall over Precision

Our results suggest that for rare, high-impact attack types
(Worms, Backdoor, Analysis), maximising recall should take
precedence over precision. Even at 12% precision for Analysis,
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the model correctly identifies 93% of actual attacks. In an
environment experiencing 1,000 Analysis attempts per period,
the model would detect 930 while generating approximately
6,820 false alarms (930 true positives / 0.12 precision = 7,750
total predicted positives; 7,750 — 930 = 6,820 false positives).
Whether this ratio is operationally acceptable depends on the
organisation's alert triage capacity.

For organisations with automated alert triage and tiered
analyst workflows, this trade-off is likely acceptable. For
resource-constrained environments, alternative operating
points can be selected by adjusting the cost matrix or the
classification decision threshold (Provost & Fawecett, 2001).
The framework supports threshold adjustment without
retraining, enabling operational customisation.

6.3 Limitations

This study has
acknowledgement:

» Dataset Currency: UNSW-NB15 was generated in 2015.
Attack patterns evolve continuously, and model
performance on contemporary threats may differ (Ring et
al., 2019). Validation on newer datasets—such as CIC-
IDS2018 or CICIOT2023—is recommended before

deployment. We note that the framework's architecture is
dataset-agnostic; recalibrating class weights and

several limitations that warrant

Accuracy Minority-Class Recall

Sta atrix: Cla EaeEeIgee rmincd based
MR inverse frefjiefey witicinavanttyclassigned criticality
ofaatgrs. The ablation stadycpa Rgction 3.4.2 demonstrates
99,58 orc;%agusgro}ess to £50% pert})ltrPCagigen but dynamic adjustment
¥ased ’on real-time thieat intelligence could further
9pptimise performiéenewarngarareca2sa).

* s39gsision DegragafiqnsLhgveragpatigiprecision drops for
minority classes—particularly Analysis (48% — 12%)—
warrant operational scrutiny. Ensemble methods or multi-
stage verification pipelines could reduce false positives
while maintaining recall (Galar et al., 2012).

* Small Worms Test Set: With only 44 test samples, Worms
recall estimates carry high variance (95% CI: 0.69-0.94).
Conclusions about Worms detection should be treated as
indicative rather than definitive until validated on larger
samples.

* Computational Overhead: The two-stage CNN-SVM
pipeline requires feature extraction for all samples before
SVM training, which may be intensive for very large
datasets (Telikani et al., 2024). Approximate methods or
GPU-accelerated SVM implementations can mitigate this.

6.4 Comparison with Data-Level Approaches

Our results support algorithm-level cost-sensitive learning
as preferable to data-level sampling for intrusion detection.
Data-level methods like SMOTE generate synthetic samples
that may not accurately represent true attack patterns,
potentially leading to overfitting and poor generalisation
(Blagus & Lusa, 2013). Cost-sensitive learning operates on real
data, focusing model capacity on errors that matter most
without introducing artificial samples.
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The CSCVAE-NID framework (Wang et al., 2025b)
combines both approaches, using CVAE for data augmentation
followed by cost-sensitive classification. This hybrid strategy
may offer additional benefits for extremely rare classes where
even cost-sensitive learning struggles. Future work comparing
both approaches on equivalent evaluation conditions is
warranted.

VII. CONCLUSION AND FUTURE WORK

This paper presented a hybrid CNN-SVM framework with
cost-sensitive learning for network intrusion detection,
specifically addressing the class imbalance challenge that
undermines conventional approaches. Our key findings are:

* Dramatic Minority-Class Improvement: Cost-sensitive
learning increased recall for Analysis from 13% to 93%,
Worms from 20% to 83%, Backdoor from 18% to 59%,
and DoS from 15% to 56%.

» Statistically Significant Gains: McNemar's test confirms
that improvements over the non-CSL baseline are
statistically significant (p < 0.001).

* Acceptable Trade-offs: Overall accuracy decreased from
93.67% to 85.96%, but macro-average recall improved
from 0.65 to 0.80, reflecting more balanced performance
across all classes.

* Robust Cost Weights: Ablation experiments across a
+50% perturbation of criticality weights confirm the
configuration is not narrowly tuned to a single operating
point.

* Operationally Justified Design: The precision-recall
trade-off is justified in security contexts where false
negatives carry higher costs than false positives.

* Algorithm over Data Augmentation: Algorithm-level
cost-sensitive learning outperforms data-level sampling
by avoiding synthetic data pitfalls while achieving
superior minority-class detection.

7.1 Future Research Directions

Based on the findings and limitations of this study, we
identify the following directions for future research:

* Cross-Dataset Validation: Evaluation on contemporary
datasets (CIC-IDS2018, NF-UNSW-NB15-v2,
CICIOT2023) to assess generalisation and guide
recalibration of class weights for different traffic profiles.

* Adaptive Cost Matrices: Dynamic adjustment of class
weights based on real-time threat intelligence and
operational feedback (Wang et al., 2025a).

* Ensemble Methods: Combining multiple cost-sensitive
models with different weight configurations to improve
precision while maintaining recall (Galar et al., 2012).

« Explainable Al: Developing interpretable explanations for
minority-class detections to increase analyst trust and
facilitate validation of high-recall, low-precision alerts
(Lundberg & Lee, 2017).

* Federated Learning Extension: Integrating with federated
learning frameworks for privacy-preserving distributed
detection across multiple network domains (Wang et al.,
2025a).
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* Temporal = Modelling: Incorporating  sequential
information through LSTM or transformer architectures to
improve discrimination between classes with overlapping
spatial features, such as Exploits and DoS (Hochreiter &
Schmidhuber, 1997).

* Production Deployment: Validating the framework in
real-world network environments with live traffic to
assess generalisation beyond benchmark datasets
(Sommer & Paxson, 2010).

7.2 Reproducibility

To support reproducibility and further research, our
implementation—including preprocessing scripts, model
definitions, trained weights, the 10x10 confusion matrix array,
and ablation experiment logs—will be made available at
[repository URL upon publication]. All reported metrics are
means over five independent runs with different random seeds.
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