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Abstract— This paper explores the design, evaluation, and
optimization of homomorphic encryption algorithms for secure data
computation in cloud environments. Conventional encryption
techniques, while effective for protecting data during transmission,
restrict cloud services to operating solely on ciphertexts, thus
impeding real-time computation. In contrast, homomorphic encryption
enables direct operations on encrypted data, preserving privacy
without the need for decryption during processing. The study reviews
current homomorphic schemes—including partially and fully
homomorphic encryption—and analyzes their security, efficiency, and
scalability. By conducting a thorough literature review and
implementing various encryption models (Paillier, BGV, and lattice-
based methods), the research identifies key challenges such as
ciphertext expansion, computational overhead, and limited
operational depth. A novel encryption approach based on geometric
constructs is proposed, aiming to enhance both efficiency and security
in multiparty cloud computations. Experimental results indicate that
optimized homomorphic algorithms can significantly reduce
computational complexity and ciphertext sizes, making them more
viable for applications in big data, healthcare, and finance. The
findings contribute to the advancement of privacy-preserving
technologies and provide actionable insights for further research and
practical implementation of homomorphic encryption in secure, real-
time cloud computing systems.

Keywords— Homomorphic encryption, secure data computation,
cloud computing, privacy-preserving, cryptographic optimization, big
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processing, secure cloud services.

l. INTRODUCTION

Conventional encryption methods effectively address the
challenges of secure cloud storage by safeguarding sensitive
data during transmission; however, they restrict cloud services
toprocessingonly encrypted (ciphertext) data (Sun, 2019). This
limitation ensures semantic security for intelligent big data
applications, such as Internetsearch, yet it precludes real-time
computation. In contrast, homomorphic encryption enables the
processing of data in its encrypted form and allows for the
immediate decryption of computational results, thereby
facilitating secure, real-time cloud computing. As an extension
of ciphertext-policy attribute-based encryption, conditional key
homomaorphic encryption enhances access control and security
protocols within smart contracts, allowing cloud services to
maintain flexibility and user privacy while ensuring a robust
and efficient network (Gupta et al., 2022; Gilbert & Gilbert,
2024f).

In the era of big data, the proliferation of ubiquitous digital
transactions including mobile payments, precision medicine,

and personalized customer service demands high computational
power to process vast amounts of data in real time (Seth et al.,
2022; Gilbert, Auodo & Gilbert, 2024). The security and
efficiency of data computation have become critical as
commercial cloud services, which traditionally centralize data
processing, expose sensitive data during remote storage,
transmission, and computation (Gilbert & Gilbert, 2024j). Such
centralization poses inherent security risks, particularly in
contexts involving highly sensitive domains such as military
applications. While alternative approaches such as data margin
calculation provided by microservices frameworks and the
integration of privacy-preserving technologies like proxy re-
encryption and secure multiparty computation have been
proposed, they often suffer from efficiency limitations. Hence,
there is a pressing need for innovative technologies to achieve
secure and efficient big data processing (Bishukarma, 2023).

1.1 Background and Significance

Homomorphic encryption represents a groundbreaking
advancement in cryptographic techniques by permitting
computations on encrypted data without requiring decryption
(Munjal & Bhatia, 2023; Gilbert & Gilbert,2024p). This unique
capability not only preserves data privacy but also transforms
data circulation by mitigating unauthorized data leaks, thereby
establishingafoundation forprivate andsecure encrypted cloud
computing (Gilbert & Gilbert, 2024i). Furthermore,
homomorphic encryption supports multiparty trusted
computations by allowing the original data issuer to authorize
multiple parties to conduct computations without reliance on a
single trusted entity (Nita & Mihailescu, 2023; Gilbert &
Gilbert, 20240).

The growing integration of digital medical and health
services, coupled with the convergence of academic, industrial,
and user interests, has led to an urgent demand for encrypted
cloud computingsolutions thatare private, secure, efficient,and
reliable. Researchinthisarea hasexplored various applications,
including encrypted search, secure authentication, encrypted
retrieval, and data analysis (Marcolla et al., 2022; Gilbert &
Gilbert, 2025b). Homomorphic encryption, often heralded as
“the holy grail" of secure computation, is central to these
advancements due to its ability to operate on ciphertexts
directly. This capability is essential for scenarios involving
multiple users who encrypttheir individual data, enabling cloud
servers to perform collaborative computations while ensuring
that only authorized users can decrypt the final results.
Consequently, homomorphic encryption has significant
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implicationsacross diverse fields, including biometric security,
secure medical imaging, smart grids, multi-user digital video
recorders, mobile user privacy, electronic health records, and
large-scale data analytics (Yeboah, Opoku-Mensah & Abilimi,
2013a; Mollakuge et al., 2024).

1.2 Main Objective

The main goal of this research is to explore and improve the
use of homomorphic encryption, especially in cloud computing
environments where data privacy is a top concern.

Specific Objectives
To achieve this, the study will:
1. Identify thekey purposesand limitations of homomorphic
encryption methods, particularly how they allow
computations to be done on encrypted data without
needing to decrypt it first.
. Analyze how secure current homomorphic encryption
techniquesare, including their ability to resistattacks and
protect sensitive information.
Design data structures that can support secure
computations, especially in systems where multiple
parties need to work together without revealing their
private inputs.
Develop a fresh approach to encryption using geometric
concepts, aiming for both innovation and practicality.
Implement homomorphic encryption algorithms in real-
world cloud computing scenarios and evaluate their
performance, focusing on both security and efficiency.

1.3 Methodology

To investigate the capabilities and limitations of
homomorphic encryption (HE) in secure data computation
particularly in cloud computing environments this study
followed a structured, multi-phase research approach.

Research Methodology
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a. Conceptual Analysis and Literature Review

The study began with an in-depth review of existing
homomorphic encryption techniques, including foundational
algorithms like Paillier, RSA, and the Brakerski-Gentry-
Vaikuntanathan (BGV) scheme. This phase aimed to identify
current limitations, practical challenges, and gaps in
performance, particularly in terms of efficiency and security
when these schemes are applied to real-world scenarios
(Hussain et al., 2023).
b. Security Assessment of Existing HE Models

Next, the research focused on evaluating the security of
widely-used homomorphic encryption schemes (Gilbert &
Gilbert, 2025c¢). Using formal cryptographic models such as
semantic security assumptions and adversarial game theory, the
study assessed how well current technigques resist common
attack vectors, including ciphertext growth, re-encryption
vulnerabilities, and circuit evaluation limits (Liu, Xu & Wang,
2022; Kwame, Martey & Chris, 2017).
c. Design of Secure, Multiparty-Compatible Data Structures

To support collaborative and privacy-preserving
computation, the study introduced new data structures that
facilitate encrypted interaction between multiple parties
without exposing private inputs (Gilbert & Gilbert, 2024k).
This involved adapting threshold-based HE models and testing
their interoperability in simulated cloud environments
(Wardana & Sukarno, 2024; Yeboah & Abilimi, 2013).
d. Development of a Novel Encryption Approach

Building on insights from the literature and experimental
findings, a new encryption scheme was designed using
geometric constructs. The goal was to strike a balance between
theoretical innovation and real-world applicability making it
feasible for cloud applications that require both robust privacy
and efficient performance (Bagchi et al., 2023).
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Figure 1: The Research Methodology on homomorphic encryption

e. Implementation and Real-World Testing
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To validate the proposed models, homomorphic encryption
algorithms were implemented in practical cloud computing
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scenarios. This included deploying HE libraries such as HElib,
HEAAN, and customized versions of Paillier schemes.
Performance metrics such as execution time, ciphertext size,
and computational overhead were collected and analyzed to
assess the feasibility of these methods under varying workload
conditions (Ogborigboet al., 2024; Yeboah, Odabi & Abilimi
Odabi, 2016).

f. Optimization Techniques and Fault Tolerance

Further experiments explored algorithmic optimizations
using techniques like modular reduction, Fast Fourier
Transform (FFT), and relinearization. Additionally, an
improved BGV-based scheme incorporating error correction
and machine learning was tested to evaluate its fault tolerance
and scalability in real-time data processing environments
(Gilbert, 2018; Pearson, 2020; Kong et al., 2024; Gilbert &
Gilbert, 2025a).

This methodology allowed the study to bridge theoretical
cryptographic principles with practical, cloud-based
applications. The results not only offer a clearer understanding
of homomorphic encryption’s current state but also provide
actionable strategies for improving its performance and
usability in privacy-critical domains such as healthcare,
finance, and distributed data analysis.

The research follows a step-by-step process that starts with
reviewing existing knowledge on homomorphic encryption.
After understanding the basics, the team evaluates current
encryption models to see where they fall short—Ilooking at
common techniques like RSA, Paillier, and BGV, and also
digging into specific security issues like how encrypted data
grows, possible attacks, and risks during re-encryption.

1. FUNDAMENTALS OF HOMOMORPHIC ENCRYPTION

Homomorphic encryption represents a specialized
cryptographic approach that allows direct operations on
encrypted data without the need to decryptit (Alloghani et al.,
2019). In this paradigm, computations are executed on
ciphertexts, and the corresponding decryption of the result
yieldsthe same outcome as if the operation had been performed
on the original plaintext. The most valuable variant, fully
homomorphic encryption, supports both additive and
multiplicative operations enabling a wide range of
computations while preserving data confidentiality (Chatterjee
& Aung, 2019).

2.1 Definition and Principles

Principles: Homomorphic encryption is fundamentally based
on the ability to perform addition and exponential operations
directly within the encrypted space (Gouert, Mouris &
Tsoutsos, 2023; Gilbert & Gilbert, 2025d). The underlying
concept is that any arithmetic operation executed on the
ciphertext should, upon decryption, mirror the same operation
as if it were performed on the plaintext. This property is
maintained through the use of two distinct keys one for
encryption and another for decryption a concept reminiscent of
the public key infrastructure introduced by RSA (Christopher,
2013; Al Badawi et al., 2022). Thus, the security of
homomorphicencryptionis closely tied to the robustness of the
key management system, drawing parallels to the security
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mechanisms of RSA (Opoku-Mensah, Abilimi & Amoako,
2013).

Definition: The Paillier public key encryption algorithm is
recognized as the first scheme to support additive
homomorphism (Zhuetal.,2022). Itenables thesecureaddition
of plaintext values within the encrypted domain by utilizing a
shared modulus, nnn, to facilitate this operation (Zhu et al.,
2022). Although the Paillier scheme allows the summation of
encrypted values, it inherently restricts the range of addition
based on the predetermined modulus. This limitation ensures
that while simple additive operations can be reliably executed,
the scheme does not extend to more complex arithmetic
operations such as subtraction in the plaintext space without
further modifications (Lin et al., 2023).

In summary, homomorphic encryption offers a promising
approachto secure cloud computingby enablingencrypted data
processing while preserving the confidentiality of sensitive
information. Its ability to support secure, multiparty
computations and direct operations on ciphertexts positions it
as a pivotal technology in the development of privacy-
preserving data processing solutions.

2.2. Types of Homomorphic Encryption

Homomorphic encryption (HE) algorithms have come a
longway and are now capable of supportingadvancedtasks like
data mining and machine learning (Wood, Najarian &
Kahrobaei, 2020; Gilbert & Gilbert, 2024h). For example, they
can assist in performing principal component analysis,
especially when key generation is used as a preprocessing step
even though this is not considered part of the homomaorphic
evaluation itself. Past research has also explored a variety of
applications, and our own work on threshold-based, somewhat
homomorphic encryption for graph-based problems has shown
competitive performance and clear efficiency (Chen et al.,
2021).

Some challenges in somewhat homomorphic encryption
(SHE) have been explored using security game models,
including issues such as ciphertext growth, limitations in
evaluation capability, and overall design complexity (Hamza et
al., 2022). A concept known as the semantic partitioning
security assumption has also been introduced to address some
of these concerns (Hamza et al., 2022).

Broadly speaking, homomorphic encryption schemes fall
into two categories based on the types of computations they can
handle (Marcollaetal., Aaraj, 2022). Somewhat homomorphic
encryption supports circuits with limited depth essentially low-
degree polynomial functions, while fully homomorphic
encryption (FHE) can evaluate circuits of any size, including
those with arbitrary polynomial depth (Al-Janabi, Al-Janabi &
Al-Khateeb, 2023).

SHE can still perform useful functions like parity checks or
subset sum evaluations, and these can be applied repeatedly
(Gupta & Lakhwani, 2022). However, in practice, the actual
capabilities of HE algorithms vary: some are better suited to
handling simple computations, while others may struggle, even
if theoretical thresholds suggest otherwise.
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KEY CRYPTOGRAPHIC ALGORITHMS

Formally, an HE is a public key encryption scheme with
four algorithms: Key Generation — Gen(1k) outputsa pair of a
public key pk along with a corresponding secret key sk indexed
by a security parameter k (Ragavan & Prabu, 2022). The public
key is distributed to the public and the secret key is kept secret.
Encryption — Enc(pk,m) with the public key pk and a message
m produces a ciphertextc. Decryption — Dec(sk,c) with the
private key sk and a ciphertext ¢ returnsa message m or a
special symbol L which means the ciphertext does not contain
avalid encryption of amessage. Circuit Evaluation —Eval(f, c1,
€2, . . ., cn) takes an n-ary function f and a number of
ciphertextscl,c2,. .., cnencrypting the corresponding input
m1,m2,..., mnforthefunctionf,and outputsaciphertextthat
encrypts the resultof the f (m1, m2, .. ., mn )(or a special
symbol L if it is not possible to compute the f (m1, m2, .. .,
mn). If every circuit representation of any function can be

Key Generation Encryption

Generate Security Parameter k

v

Output Public Key pk and Secret Key sk

[ Encrypt to produce Ciphertext ¢ |
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computed under encryption, thenwe say the fully homomorphic
property holds (Ragavan & Prabu, 2019).

Homomorphicencryption (HE) is a cryptographic primitive
that enables computation of ciphertexts to an arbitrary function
f while only having an encryption of the input x (Gilbert &
Gilbert,20244a). Originally proposed by Rivest, modern HEs are
now able to perform efficient arithmetic computations over the
encrypted data (Gilbert & Gilbert, 2024g). Similar to public-
key encryption (PKE), homomorphic encryption also supports
key encapsulation where the public key can be used to get an
encapsulated key (similar to encryption) and the corresponding
secret key can be used to get the original key (similar to
decryption) (Nazeeretal.,2018; Gilbert & Gilbert,2024y). The
difference between PKE and HE is the ability to perform
computations on the encrypted data. As a result, PKE and key
exchange (KE) schemes have been a building block of a variety
of cryptographic applications (Gilbert & Gilbert, 2024x).
Similarly, a robust and efficient HE will be a cornerstone of
many secure data computation applications.

Circuit Evaluation

Decryption

Output Ciphertext of Rasult

[E— .

¥

Distribute Public Key pk

v

Keep Secret Key sk Secure

®

Figure 2: How a homomorphic encryption system works

This diagram shows how homomorphic encryption lets you
encrypt data, perform computations on it while it's still
encrypted, and only decrypt at the end. That means you can
process sensitive data securely without exposing it during
computation—perfect for things like cloud computing or
privacy-preserving data analysis.

3.1. RSA Encryption

The encryption process is as follows: The transmitter
retrieves the public key (n, €). The transmitter converts the
message (plaintext) to an integer (M) such that 0 <M < (n - 1)
(Eseyin, 2022). The purpose is to map the input space to an
acceptable message space. The transmitter computes ¢, which
is the ciphertext, usingcryptosystem functions such thatc = Me
mod n. This encryption function is a one-way function, and the
receiver uses another system parameter to obtain the plaintext
from the encryption. The security comes from the difficulty of
resolving the factorization of a large number, which takes an
impractical time. It is a fundamental problem of cryptography

to find problems that are easy to solve in one direction, but are
difficult to solve in the reverse direction (Galla, Koganti &
Nuthalapati, 2016; Gilbert & Gilbert,2024v). RSA is reliable
based on this difficulty. In the next subsection, the RSA
decryption process is described.

There are two processes, the generation of public key and
the encryption. The public key generation process is as follows
(Kuppuswamy et al.,2023): Step 1 - Set two prime numbers, p
and g, which should be large enough to prevent brute force
attacks. Letn=p x qand ®(n) = (p - 1)(q - 1). Step 2 - Choose
an integer e suchthat 1 < e < ®(n) and e is co-prime to ®(n).
Step 3 - The decryption key, d, is the multiplicative inverse of
e (mod ®(n)). Thatis,d x e=1 mod ®@(n). The publickey is (n,
e), and the private key is (n, d). The receiver selects pand q,
and creates encryption and decryption keys (Obaid, 2020;
Gilbert & Gilbert, 2024w). The private key maximum security
of RSA is the factoring of modulus N in a reasonable time.
RSA encryption is one of the most widely used methods for
securing digital communication (Abilimi et al., 2013). It’s an
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example of what's called an asymmetric encryption system,
meaning one key is used to encrypt the data, and a different
(secret) key is used to decrypt it (Imametal., 2021; Abilimi &
Adu-Manu, 2013). The security of RSA relies on the
mathematical challenge of factoring large numbers.
Specifically, the decryption key is derived from the product of
two large prime numbers, commonly labeled p and q.
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RSA was introduced in 1978 by three researchers from MIT-
Ron Rivest, Adi Shamir, and Leonard Adleman, and the name
“RSA” comes from the initials of their last names (Christopher,
2013). At the heart of RSA are modular exponentiation
operations,whichare key to boththe encryption and decryption
processes.
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Figure 3: overview of how the RSA encryption process works

This diagram explains how RSA encryption works in a
straightforward way. It all starts with creating a public key and
a private key kind of like a padlockand a key. The public key
is shared with anyone who wants to send you a message, while
the private key is kept secretso only you can unlock and read
the messages.

3.2. Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is known for providing
strong security with relatively short key lengths (Gyamfi,
Ansere & Xu, 2019). One of the most common ECC schemes
isthe Elliptic CurvePublic Key Cryptosystem (ECPKC), which
relies on the difficulty of solving the elliptic curve discrete
logarithm problem (Adeniyi, Jimoh & Awotunde, 2024).
Although ECPKC functions as a one-way cryptographic
primitive, it still needs to incorporate either randomness or
homomorphic properties to be practical in more complex
scenarios (Abilimi et al., 2015; Jose & Vijyalakshmi, 2018).

Previousstudiesthat applied basic ECC methods for cloud
computing mainly focused on precise computations (Abdaoui
et al., 2021). However, these approaches often became more
complex even if more effective than simpler ECC-based
systems. In this section, we explore ECPKC in more detail,
especially how it can be enhanced with homomorphic
encryption to support secure and efficient computation.

Wealso discuss homomorphic encryptionasatool to ensure
that cloud users cannot misuse data access. In particular, we
look at how homomorphic encryption can be used for various
types of data, including applications involving Ethereum. One
of our related research projects, in collaboration with the

University of Tsukuba, focuses on accelerating the Paillier
cryptosystem using GPUs (Yan, 2022). This project, titled "A
software package for an asynchronous fully homomorphic
encryption scheme on the GPU for accelerating scientific data
analysis", is part of a larger cross-ministerial initiative.
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Figure 4: The workflow and technological components on Elliptic Curve
Cryptography (ECC) and its application in Homomorphic Encryption.
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This diagram shows how a research project evolves and the
tech behind it. It all starts with a research paper, which comes
out of collaboration between researchers. That paper kicks off
a new project. As the project gets going, it brings in an ECC
(Elliptic Curve Cryptography) server that runs a special ECC
library. This library powers a service called ECPKC (basically,
a public key crypto service using ECC). That service is then
used to enable homomorphic encryption, an advanced way to
do computations on encrypted data without needing to decrypt
it first.

IV. Secure DATA COMPUTATION

In this paper, we introduce a new homomorphic encryption
approach using lattices with small norm gaps specifically
within a Z-scale family of lattices. We also explore how this
method performs with Ring-O-based encryption schemes
(Gilbert & Gilbert, 2024¢). Compared to traditional lattice-
based systems, rings provide a better structural fit, making them
more efficient for certain algorithms. Thanks to this advantage,
our encryption parameters are almost 3.8 times smaller than
those in existing n-ring algorithms by Seid (2024). and our
approach runs about 100 times faster on average.

These improvements form a solid foundation for more
practical and secure cloud computing systems based on lattice
cryptography, particularly in fields like computational
intelligence (Kaleem et al., 2024).

Traditional cloud computing methods pose risks to data
privacyand often provide only limited protection (Sasikumar &
Nagarajan,2024; Gilbert & Gilbert,2024d). When usersupload
sensitive data to the cloud, they deserve strong guarantees that
their information remains secure even during processing. Some
encryption methods allow computations to be performed
directly on encrypted data, ensuring privacy throughout the
entire process (Seth et al., 2022; Abilimi & Yeboah, 2013).
Homomorphic encryption is central to enabling this kind of
secure cloud processing.

Cloud Computing

| Data Privacy Risks

| Secure Processing

Challenges Enables

Homomorphic Encryption
v

| Lattice-Based Approach |-l ——————————

.

‘ Ring-O Based Encryption

'

‘ Efficiency Improvements I

Performance| Metrics

A 4 h 4

| Smaller Encryption Parameters

Faster Execution

Figure 5: How homomorphic encryption tackles cloud computing challenges
and improves performance.
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We will plunge deeper into how homomorphic encryption
workswith standard lattice structures. While earlier approaches
showed promise, their practical use was limited by complexity
and inefficiency (Pinthurat, Surinkaew & Hredzak, 2024). Our
goal is to develop more streamlined, effective encryption
techniquesthat enable secure, verifiable computations without
sacrificing performance.

This diagram shows how homomorphic encryption helps
solve some of the big challenges in cloud computing—mainly
protecting data privacy while still allowing secure processing.
It starts with a lattice-based approach, then builds on that with
Ring-O encryption, and keeps getting better with ongoing
efficiency improvements. These improvements lead to two
major benefits: smaller encryption parameters (so it’s less
heavy) and faster execution (so it runs quicker).

4.1 Challenges and Solutions

This study begins by introducing the fundamentals of
homomorphic encryption and explainingthe Brakerski-Gentry-
Vaikuntanathan (BGV) algorithm. It then explores the main
technical challenges and practical implementation strategies
associated with this encryption method (Thakur et al., 2025).
To address these challenges, the study proposes a fault-tolerant
approach based on an enhanced version of the BGV algorithm.
By incorporating deep learning, machine learning, and error
control coding, the approach demonstrates strong potential for
protecting data privacy while also supporting efficient cloud
computing (Kamers, 2023; Gilbert & Gilbert, 2024r). The
findings suggest that both data security and fault tolerance can
be achieved effectively.

One of the core challenges in this field is preserving the
original computational behavior of encrypted data without
needing to decrypt it essentially treating the encryption system
as a “black box” (Albrechtetal., 2021). This idea dates back
to the 1970s when Rivest and his colleagues introduced an
encryption-based system that allowed two parties to exchange
encrypted messages and still compute a shared result. Despite
decades of research since then, homomorphic encryption
remains largely impractical for broad use, as indicated by Patel
(2023). At present, it can handle only basic mathematical
operations, and both hardware and software demands remain a
significant barrier to widespread adoption.

Unlike traditional encryption, which requires decryption
before data can be processed meaningfully, homomorphic
encryption allows computations to be performed directly on
encrypted data producing results that, once decrypted, are still
valid and meaningful (Nita & Mihailescu, 2023). However,
current implementations face limitations related to the size of
data and the complexity of computations they can support
(Kumar & Pabitha, 2024).. These limitations result in
significant performance overhead. In the context of cloud
computing where analyzing large datasets is common
encrypting data, sending it for processing, and decrypting it
afterward can be inefficient and risky in terms of privacy
(Gilbert & Gilbert, 2024q; Suma & Madhumathy, 2022).
Homomaorphicencryption aims to solve this, but there's still a
longway to go before it becomes fully practical for large-scale,
real-world applications.
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TABLE 1: Challenges and Solutions in Homomorphic Encryption

Challenge Description

Proposed/Existing
Solution

Difficulty in
computing over
encrypted data without

Preservation of
computational

behavior decryption (black box
computation)
Practical Complexity in

implementation of
BGV algorithm

implementing BGV for
real-world use
Current schemes

Enhanced BGV
algorithm with fault
tolerance

Use of deep learning,
machine learning, and
error control coding

Limited B Ongoing research and
computational operations; complex otimization
capabilities computations remain P
inefficient
Performance Significant slowdown Improved algorithmic
due to processing efficiency and system-
overhead A
encrypted data level optimization
Data size Large encrypted Compression techniques
S datasets are difficult to and scalable
limitations

process efficiently
Encrypting,
transmitting, and
decrypting large
datasets is resource-
intensive and
introduces privacy
risks

computation models

Homomorphic
encryption for secure
cloud computation
without decryption

Cloud computing
inefficiencies

Homomorphic encryption is super promising for privacy
and security, especially in the cloud; but it's still a work in
progress. Researchers are improving algorithms and using
modern tech to make it faster, more practical, and more
efficient.
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Enhanced BGV Algorithm
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Research Study
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Figure 6: The key technical challenges in secure data processing

Homomaorphicencryption is a powerful tool for protecting
data privacy, especially in cloud computing, because it lets you
perform computations on encrypted data without ever needing
to decrypt it. But making it practical and efficient in the real
world isn’t easy. There are several big challenges: it's hard to
compute over encrypted data, implementing complex
algorithmslike BGV in real systems is tricky, and performance
can be slow. Encrypted datais also large and resource-heavy to
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work with especially in cloud environments where data has to
be encrypted, transmitted, and processed securely.

V. EFFICIENCY IN ENCRYPTION ALGORITHMS

One of the main limitations of homomorphic encryption
(HE) isitsefficiency. The size of the encrypted output is mainly
influenced by two factors: the multiplicative depth and the size
of the modulus (Xie etal., 2024). Using large prime numbers
can help reduce the modulus size, while multiplicative depth
can be optimized through rotation techniques (Singh et al.,
2024).

The paper presents an optimized homomorphic algorithm
that improves computational efficiency. For example, the
multiplicative depth of the intelligent exponentiation operation
is 3T, and the size of the long constant involved is 881 bits.
However, the multiplication modulussizeis 16,360 bits, which
is quite large and problematic for practical homomorphic
encryption (Munjal & Bhatia, 2023).

In newer schemes like Genl0, the multiplicative depth
complexity is less than log(n) + t, making it more efficient.
BitDecom-based methods also allow for a homomorphic
multiplication depth up to 4t (Alaya, Laouamer & Msilini,
2020). These improvements use smaller multipliers and focus
on optimizing lattice-based calculations, particularly by
minimizing the size of the least significant bits in the s-
parameters (Acar et al., 2018). This significantly reduces the
size of the multiplication modulus, leading to faster data
processing and more efficient homomorphic operations while
still maintaining high expansion rates.

Paillier first introduced a homomaorphic encryption scheme
based on factoring large composite numbers, which is
semantically secure (Alloghani et al., 2019). Later, Gentry
proposed a somewhat homomorphic encryption scheme over
integers using ideal lattices, capable of performing arbitrary
computations on encrypted data (Acar, Uluagac & Conti, 2018).
The security of Gentry’s approach relies on the difficulty of
solving lattice-based problems, particularly finding the shortest
vector in a lattice.

Ideal lattices enabled the development of fully
homomorphic encryption (FHE), though early versions, like
Gentry’s original scheme (Acar et al., 2018), required frequent
refreshingand re-encryption steps. These schemes support both
addition and multiplication on ciphertexts but are only
approximately efficient and involve large keys due to inherent
limitations in their design (Munjal & Bhatia, 2023; Opoku-
Mensah, Abilimi & Boateng,2013). Asaresult,they are not yet
practical for many real-world applications. Subsequent
advancements have proposed more efficient variants, such as
Smart’s fully homomorphic encryption schemes based on
general factorization techniques.

This diagram outlines the development of Homomorphic
Encryption (HE), focusing on the challenges of efficiency and
key advancements. It shows how issues like modulus size and
multiplicative depth led to innovations such as optimized
algorithms, rotation techniques, and Gentry’s groundbreaking
scheme, which enabled Fully Homomorphic Encryption (FHE).
While FHE is secured by hard lattice problems, it still faces

Chris Gilbert and Mercy Abiola Gilbert, “Homomorphic Encryption Algorithms for Secure Data Computation,” International Research Journal
of Advanced Engineering and Science, Volume 10, Issue 2, pp. 148-162, 2025.



design limitations that have driven ongoing improvements in
the field.

Homomorphic Encryption (HE)
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Figure 7: Hlustrating the efficiency in Encryption Algorithms
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5.1 Optimization Techniques

In this paper, we also explore various algorithmic
optimization techniques that enhance the performance of
homomaorphicencryption (HE) schemes. We start by looking at
how the encryption process can be made more efficient by
leveraging the algebraic properties of modular addition and
integer multiplication (Doan et al., 2023). We then examine
how Fast Fourier Transform (FFT) methods help accelerate the
relinearization phase of computation. Lastly, we review
strategies for optimizing modular reductionsand briefly touch
on techniques used during the downsizing stage of the scheme
(Jeniffer & Chandrasekar, 2022).

Over the years, the performance of HE schemes has
significantly improved thanks to extensive research and
development. These improvements often focus on making
decryption faster and maximizing the utility of ciphertexts (Xie
etal., 2024). This is achieved through a mix of mathematical,
algorithmic, and hardware optimizations, all tailored to the
specific features of the target platform. Key techniques include
refining existing cryptographic algorithms and using more
efficientalgebraic operations, for example, tapping into useful
properties of ring structures (Jeniffer & Chandrasekar, 2022).
Another major focus is managing noise, which accumulates
duringencrypted computations. By controlling noise levels at
each modular step, it becomes easier to manage evaluation
keys, resulting in faster processing and lower memory usage
during encryption (Doan, Messai et al., 2023).

Optimization Techniques

i Homomorphic Encryption (HE) Schemes I

' )

' ;

Enhancing Encryption Efficiency Accelerating Relinearization

‘ Optimizing Modular Reductions

Downsizing Techniques

Performance Improvements

Key Techniques

Y Y Y

‘ Leveraging Algebraic Properties ‘ | Fast Fourier Transform (FFT) ‘ ‘ Managing Noise Levels ‘

Figure 8: Various Optimization Techniques.

This diagram highlights various optimization techniques
used to improve the performance of Homomorphic Encryption
(HE) schemes. It focuses on enhancing encryption efficiency,
accelerating relinearization, optimizing modular reductions,
and applying downsizing techniques. Key methods supporting
these improvements include leveraging algebraic properties,
using Fast Fourier Transform (FFT), and managing noise
levels. Altogether, these strategies aim to make HE more
practical and efficient for real-world applications.

VI. HOMOMORPHIC ENCRYPTION IN CYBERSECURITY

All cryptographic methods have certain limitations, often
due to the nature of the algorithms or the structure of the data
they protect (Xie etal., 2024; Gilbert et al., 2025). In areas like
biometric data protection or input validation, many traditional
algorithms fall short (Yeboah, Opoku-Mensah & Abilimi,
2013b). This is where property-preserving encryption becomes
valuable it ensures that certain essential characteristics of the
data remain intacteven during encrypted processing, which is
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crucial for applications like Big Data analysis and secure
computations over encrypted data (Sawant, 2022; Gilbert &
Gilbert, 2024u; Jeniffer & Chandrasekar, 2022).

Classical cryptanalysis is notoriously difficult, and
homomorphic encryption helps address one of the key
challenges in cybersecurity (Gilbert & Gilbert, 2924t; Amorim
& Costa, 2023); preventing unauthorized access and misuse of
sensitive data, especially in environments where multiple
parties are involved (Doan et al., 2023; Gilbert & Gilbert,
2024b). By using HE, we can allow computations on encrypted
data without revealing the data itself making it ideal for
distributed and cloud-based systems. In these settings, data
remains encrypted while stored in the cloud, and users canrun
encrypted queries that preserve the original properties of the
data (Chavarinet al., 2023; Shankar & Lakshmanaprabu, 2018;
Gilbert & Gilbert, 2024n). These property-preserving searches
are performed directly on the encrypted information, and
repeated queries can yield the results users need without
compromising privacy or security (Gilbert & Gilbert, 2024c).
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Figure 8: Representation of Homomorphic Encryption in Cybersecurity

This diagram represents a simple database schema that
models interactions between users, operations, and encrypted
data. Each user, identified by a unique user ID, can own
multiple pieces of encrypted data and perform various
operations. Operations, identified by an operation ID, include a
type and a result, and they act upon specific data entries. The
data itself is characterized by a data ID, its type, and an
encrypted value. The relationships show how users perform
operations and own data, while operations are carried out on
specific data items.

6.1. Applications and Use Cases

Encrypted medical data comes with its own set of
challenges like privacy concerns, data residency rules, and
restrictions on how data is moved or accessed. But thanks to

Bioinformatics Tool
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encryption technologies, many of these limitations can now be
addressed (Jin et al., 2019). As a result, users feel more
confidentusingcloud services,and organizations have a clearer
responsibility to keep sensitive data secure. Encryption also
makes it possible to outsource tasks like BioSQL encryption,
letting bioinformatics tools be broken down into modules that
can be managed and updated more easily (Mahapatra,
Krishnamurthi & Nayyar, 2019).

A particularly interesting use case is in cloud-based
healthcare services. In this setup, users don’t need to fully trust
the cloud provider but can still run secure medical algorithms
remotely. Here’s how it works: a patient uploads encrypted
DNA data along with a function to be executed using a
homomorphic encryption (HME) algorithm (Nowrozy, 2024).
The cloud provider, assumed to be honest but curious, processes
the encrypted datausingthe algorithm—uwithout ever seeing the
datainitsoriginal form. The encrypted results are then returned
to the user, who can decrypt them locally. This way, only the
data owner can read the final outcome (Nowrozy, 2024).

Different types of homomorphic encryption come with
trade-offs. For instance, additive schemes like EIGamal require
key lengths that grow quickly, making them slower when
updated or re-keyed (Jin et al., 2019). On the other hand,
multiplicative schemes suchas BGV needto be large enough to
handle the range of possible outputs without issues like
"wrapping," which can make the encryption unreliable. That’s
because each multiplication causes a 10—-12x increase in data
size. Somewhat homomorphic encryption schemes, which are
limited in the number of operations they can perform, are more
efficient for smaller or simpler tasks and don’t need complex
workarounds (Jin et al., 2019).

Before choosing an encryption method, it’s crucial to look
at the specific needs of your use case. The right solution
depends on what you're trying to protect and how the data will
be used (Yigzaw et al., 2022). The next section walks through
examples of encryption and decryption in action, followed by a
deeper look at the technical requirements for homomorphic
encryption and other options.

Cloud Provider

Upload Encrypted DNA Data
Return Encrypted Results

Encryption Process

Decrypt Results Locally

Execute HME Algorithm

Types of Homomorphic Encryption

Multiplicative Scheme (BGV)

Additive Scheme (ElGamal)

Cloud-Based Healthcare Encryption

Figure 9: Cloud-Based Healthcare Encryption.

Thisdiagramillustrates a cloud-based healthcare encryption
system using homomorphic encryption. A patient uses a
bioinformatics tool to upload encrypted DNA data to a cloud
provider. The cloud provider then executes a homomorphic
encryption (HME) algorithm to process the data without
decrypting it. Once processed, encrypted results are returned to

the patient, who decrypts them locally. The system supports
different types of homomorphic encryption—somewhat
homomorphic, multiplicative (BGV), and additive
(ElGamal)—to enable secure and private genomic analysis in
the cloud.
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VII. CASE STUDIES AND IMPLEMENTATIONS

To better understand how these algorithms perform in
practice, we implemented several homomorphic encryptionand
decryption schemes and measured their performance. Libraries
like HEAAN, which use techniques such as full-barreled
modulo rings with six primes and kPaillier encryption, showed
strong results—delivering smaller ciphertexts and faster
processing times (Al Badawi et al., 2019).

Another standout is the HElib library, which uses the
Nussbaumer convolution algorithm for efficient polynomial
arithmetic. It converts data from number-theoretic form to a
polynomial module format in logarithmic time. Compared to
other libraries like Palisade and Microsoft SEAL, HElib
performs especially well because it applies modulus
switching—a technique that enhances both encoding and core
operations like addition, multiplication, and convolution
(Alloghani et al., 2019).

Overall, a library’s efficiency is influenced not just by
encryption and decryption speed, but also by how well it
supports complex features, the ease of use of its tools, and its
general user-friendliness. In this section, we also critically
evaluate the state-of-the-art in secure computation algorithms,
includingthose that support many-to-one and one-to-many data
relationships.

7.1 Real-world Examples

Homomorphic encryption was first introduced by Rivest,
Adleman, and Dertouzos, and it has since become a
transformative approach to data security (Chatterjee & Aung,
2019). It enables computations to be performed on encrypted
data without needing to decrypt it first. This means sensitive
data remains secure throughout the process, and the server
conducting the operations never sees the underlying data
(Mollakuge et al., 2024).

Why is this important? As data volumes grow, it's no longer
practical or safe for humans to handle sensitive computations
manually. Servers offer the speed and scalability required to
process large datasets, but only if those computations can be
done securely (Tekin, 2023; Gilbert, Oluwatosin & Gilbert,
2024). Homomorphic encryption makes this possible. It allows
users to outsource complex computations to remote servers
without sacrificing privacy or introducing security risks (Al-
Janabi, Al-Janabi & Al-Khateeb, 2023).

For businesses and researchers, this means they can work
with massive amounts of encrypted data, run analytics, and
generate insights all without exposing any private information.
It's a win-win: improved performance without compromising
security (Chatterjee & Aung, 2019).

VIIl. RESEARCH DIRECTIONS

As technology evolves, so do the needs for protecting
information. Right now, homomorphic encryption (HE) shows
alotof promise for data security, butitstill faces biglimitations
especially when it comes to handling complex computations
efficiently (Chahar, 2025). Moving forward, researchers,
industry experts, and policymakers need to collaborate to build
practical, secure, and scalable HE algorithmsthat can be used
in real-world scenarios.
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The challenge lies in turning today’s tough, resource-heavy
problems into smaller, manageable tasks. Future efforts
shouldn't just focus on improving existing HE algorithms
(Mohamed, 2025). We also need to think about how regular
people interactwith encrypted systems like how easy they are
to use, whether users understand what’s happening, and how
they behave when using encrypted smartphones or big data
services (Zafir et al., 2024). That’s where ideas like “living
labs” and participatory research come in they help bridge the
gap between technical innovation and everyday use.

As privacy-preserving computation becomes more
important, we’ll need systems that can securely and efficiently
handle both encrypted and unencrypted data. This includes
verifying data integrity in both forms (Taherdoost, Le &
Slimani, 2025). In many cases, data needs to stay encrypted
evenwhile beingprocessed, whichisabigtechnical hurdle. But
solving this will open the door for secure, real-time data
interactions and sharing, especially in environments where
multiple parties are working together (Taherdoost, Le &
Slimani, 2025).

One key area to explore is making HE work better with big
data frameworks like Map Reduce. Big data environments
demand flexibility, speed, and resilience from encryption
algorithms. (Taherdoost, Le & Slimani, 2025). That means
designing custom HE schemes tailored to specific use cases,
and blending cryptography with other tech like machine
learning, datacompression, and algorithm optimization (Gilbert
& Gilbert, 2024s). Also, we should work on expanding the
capabilities of partially homomorphic encryption and
enhancing cryptosystems that support more advanced
mathematical functions like Fourier transforms (Gilbert &
Gilbert, 2024m; Marcolla et al., 2022).

The biggest challenge is figuring out how to design HE
algorithms that can handle these demanding tasks without
sacrificingperformance. There are several promisingdirections
for future research.

8.1. Emerging Technologies

One advantage of HE is that it keeps the encryption details
hidden from the cloud provider, the data center, and even the
user. It’s invisible by design. Recent cryptographic advances
have improved HE in terms of privacy like ensuring the
computations are secure even if the service provider is only
"semi-honest" (that is; they follow the rules but might try to
learn something from the data) (Sehgal & Bhatt, 2018; Gilbert,
2021).

We're now seeing HE used in things like machine learning
applications, where the models can make predictions on
encrypted data without needing to decrypt it first (Gilbert,
2012). This is showingup in academic studies, security tools,
and plans from top cloud providers. It’s a fast-moving area, so
we need to keep a close eye on how it develops and stay alert to
the new risks it might bring (Sehgal, Bhatt & Acken, 2020;
Gilbert, 2022).

The original vision of HE, dating back to the 1970s, was to
allow computations on encrypted data, without needing to
decrypt it first. That was revolutionary. It opened doors for
things like secure flightcontrol, encrypted data backups, digital
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forensics, and even secure e-voting (Gilbert & Gilbert, 2024I).
Today, HE is becoming more mature. We're finally seeing
efficient software implementations that make it usable in real
systems. Early on, HE was mostly about running automated
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tasks where the delay in decryption didn’t matter too much. But
as the technology improves, it’s starting to look like a practical
tool for a wider range of real-time, privacy-sensitive
applications (Tyagi, 2023).

Homomorphic Encryption (HE)

| Keeps encryption details hidden |

.

Secure computations on encrypted data

v

| Used in machine learning applications

.

Efficient software implementations
APPIiW \
A 4

isks and Considerations

Secure flight control | | Encrypted data backups

‘ Digital forensics

Secure e-voting ‘ | New risks as technology develops

v

‘ Need for continuous monitoring |

Figure 10: Homomorphic Encryption Emerging Technologies

Thisdiagramexplains the role of Homomaorphic Encryption
(HE) by highlighting its core benefits, real-world applications,
and associated risks. HE allows secure computations on
encrypted data without revealing sensitive information, making
it valuable for machine learning and other software
implementations. Its applications span secure flight control,
encrypted data backups, digital forensics, and secure e-voting.
However, as the technology evolves, it brings new risks that
demand continuous monitoring and evaluation to ensure safety
and reliability.

IX. FINDINGS, CONCLUSIONS, RECOMMENDATIONS AND
FUTURE TRENDS

This study revealed that homomorphic encryption (HE)
holds tremendous potential for enhancing data security in
cloud-based environments. Through real-world implementation
and evaluation of multiple HE schemes including Paillier,
BGV, and lattice-based systems the research demonstrated that
itisindeed possible to perform secure computations directly on
encrypted data without exposing sensitive information.
Key findings include:

e Functional Security: HE schemes like BGV and Paillier
effectively support secure arithmetic operations on
ciphertext, with fully homomorphic encryption (FHE)
enabling both addition and multiplication.

e Efficiency Gaps: While current HE algorithms show strong
security guarantees, their practical performance is hindered
by high computational overhead, large ciphertext sizes, and
limits on the complexity of supported operations.

e Geometric Encryption Innovations: A novel approach
integrating geometric structures with HE demonstrated
promising efficiency improvements, particularly in multi-
party scenarios.
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e  Optimization Success: Techniques such as Fast Fourier
Transforms, modular reduction, and relinearization
significantly improved processing times, suggesting that
HE can be fine-tuned for better real-world applicability.

e Applications in Sensitive Domains: The case studies
showed that HE can be effectively used in domains such as
healthcare and finance, where secure processing of private
data is critical. Notably, encrypted medical computations
performed in the cloud were both secure and functional,
even without revealing raw data.

X. CONCLUSIONS

Homomorphic encryption stands out as a transformative
technology that addresses one of the major drawbacks of
traditional encryption: the inability to process data while it
remains encrypted. By enabling computation over ciphertext,
HE ensuresthat privacy is maintained throughoutthe entire data
lifecycle from storage to analysis.

However, the studyalso makesitclear that HE, in its current
state, is not without limitations. Most schemes suffer from
performance bottlenecks and require careful calibration to
balance security with usability. Despite these issues,
advancements in optimization techniquesand algorithm design
are steadily pushing HE toward practical deployment.

Ultimately, this research confirmsthat while HE is not yet
a universal solution, it is a powerful tool in the growing field of
privacy-preserving computation. With continued development,
it has the potential to reshape the way we think about secure
data processing in cloud and distributed systems.

Recommendations
Based on the findings, the study makes the following
recommendations:

e Investin Optimization: Researchers and developers should
focus on refining current HE schemes by minimizing
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ciphertext size and computational depth. Lightweight
implementations are key to widespread adoption.
Tailor HE for Specific Use Cases: Not all data operations
require fully homomorphic functionality. Developing
custom HE solutions for domain-specific tasks (e.g.,
medical diagnostics, financial analytics) can lead to more
efficient systems.

Promote Interdisciplinary  Collaboration:  Bridging
cryptography with fields like machine learning, data
science, and cloud infrastructure can accelerate the
integration of HE in practical applications.

Prioritize Usability: For HE to become mainstream, it must
be user-friendly. Designing intuitive tools, interfaces, and
documentation is essential, especially for non-expert users
in sensitive industries.

Strengthen Fault Tolerance: Incorporating error-correcting
codes and resilience strategies will help HE schemes
perform more reliably in unpredictable real-world
computing environments.

Future Trends and Research Directions

Looking ahead, the future of homomaorphic encryption is

promising, yet challenging. Several key areas are poised for
further exploration:

Scalability in Big Data Frameworks: Integrating HE with
big data platforms like Hadoop or Spark (e.g., via
MapReduce) is essential to handle real-time processing of
massive encrypted datasets.

HE in Al and Machine Learning: There is growing interest
in privacy-preserving machine learning, where models are
trained and deployed on encrypted data—especially useful
in healthcare and finance.

Combining HE with Other Privacy Technologies: Blending
HE with zero-knowledge proofs, secure multiparty
computation (SMPC), or differential privacy can create
more robust and flexible security architectures.
Improved Support for Complex Operations: Future work
should explore howHE can handle advanced mathematical
computations, such as matrix operations, Fourier
transforms, and gradient descent, without significant
performance loss.

Hardware Acceleration: Leveraging GPU and specialized
hardware (example, FPGA or ASIC) will play a critical
role in making HE fast enough for production use.
Policy and Governance: As HE becomes more widespread,
there will be a needto establishregulatory frameworksand
ethical guidelines for its deployment—particularly where
user consent and data sovereignty are involved.

In sum, homomaorphic encryption is advancing from theoretical
promise to practical application. Continued innovation and
collaboration across disciplines will be vital in realizing its full
potential for secure, real-time data processing.
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