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Abstract— With mobile devices playing an increasingly central role
in everyday life, securing them without making things difficult for users
is more important than ever. Traditional methods like passwords,
Personal Identification Numbers (PINSs), or patterns are limited: they
require user effort, can be cumbersome on small screens, and don’t
adapt to changes in how or where devices are used. Continuous user
authentication (CUA) offers a new way forward. Instead of relying on
a single login event, CUA continuously monitors how users interact
with their devices—such as the way they type, swipe, or move—to
verify their identity on the fly. This reduces the amount of time a device
stays unlocked without re-checking that’s using it, helping prevent
unauthorized access.In this paper, we explore how CUA can blend
various biometric signals, behavioral data, and contextual cues to
create more adaptive, efficient, and user-friendly security measures.
We discuss different biometric approaches, show why flexible and
incremental modeling is important, and explain how privacy-
preserving techniques can protect user data. We also highlight the
need for common benchmarks and standards, as well as collaboration
across technical, legal, and usability fields, so that CUA systems are
not only safe and accurate, but also respectful of user privacy and easy
to use. Our findings and recommendations aim to guide researchers,
developers, and policymakers toward continuous authentication
methods that truly fit the evolving mobile environment.

Keywords— Continuous user authentication, behavioral biometrics,
mobile security, user-centered authentication, contextual cues,
incremental learning, privacy preservation, biometric benchmarking,
adaptive thresholds, human-device interaction.

l. INTRODUCTION

The rapid proliferation of mobile devices has underscored the
pressing need to ensure robust security measures without
compromising usability (Hassan et al., 2024). Traditional
authentication methods—such as passwords, PINs, or pattern
locks—present several shortcomings in this regard. They are
heavily reliant on explicit user input, which can be cumbersome
on small screens, and often fail to adapt to the dynamic
conditions inherent in mobile usage. As a result, users
frequently encounter periodic logins that not only prove
intrusive but also create vulnerabilities, as adversaries can
exploit intervals when the device remains accessible without re-
authentication (Jaime et al., 2023; Gilbert & Gilbert, 2024a).

In recent years, researchers have explored a wide array of
strategies to address these limitations. Biometrics-based
methods, including keystroke dynamics (Islam, 2023; Gilbert
& Gilbert, 2024c), facial recognition (Fontem, 2024; Gilbert &
Gilbert, 2024b), and voice-based authentication (Allioui &
Mourdi, 2023; Gilbert & Gilbert, 2024d), have attracted
considerable attention. Such approaches leverage innate or
behavioral characteristics to streamline authentication

processes and enhance user experience. Empirical studies show
that these biometric methods can reduce the frequency of
manual logins, improve recognition accuracy, and lower error
rates (Mallick & Nath, 2024; Gilbert & Gilbert, 2024e).
However, challenges persist. Environmental factors, sensor
variability, evolving user behavior, and concerns over privacy
and user acceptance necessitate ongoing refinement of these
techniques (Islam, 2023). The literature indicates that while
biometrics can mitigate reliance on traditional passwords, a
robust solution demands continuous verification that
seamlessly integrates into the user’s natural interaction patterns
(Hassan et al., 2024; Gilbert & Gilbert, 2024f).

Building on these insights, this work explores continuous
user authentication (CUA) on mobile devices. Our aim is to
reduce dependence on fixed login events and minimize the
“exposure time”—the interval during which a device remains
accessible without re-authenticating the user. By adopting a
continuous monitoring approach grounded in behavioral
biometrics (e.g., keystroke patterns), we strive to create a more
adaptive, transparent, and efficient authentication framework
(Jaime et al., 2023; Gilbert & Gilbert, 2024g). Specifically, this
paper sets out to:

. Propose a CUA mechanism that incorporates
keystroke-based behavioral biometrics with minimal
user intrusion.

Il. Demonstrate  how continuous authentication can
effectively decrease exposure time, thus lowering the
risk of unauthorized access.

1. Examine how continuous authentication can function
in tandem with existing security measures, reinforcing
overall device protection.

By doing so, this study contributes to the broader discourse
on mobile security and delivers insights that can inform the
design, implementation, and refinement of effective CUA
systems for an evolving digital landscape.

The diagram illustrates the transition from traditional
authentication methods to the emergence of Continuous User
Authentication (CUA) by addressing key challenges, benefits,
and its adoption across industries. Traditional methods, such as
passwords, face significant shortcomings, including security
vulnerabilities like phishing and user experience issues, such as
forgotten credentials. These limitations have paved the way for
CUA, a more dynamic approach that continuously verifies user
identity during device interactions. CUA offers notable
benefits, including enhanced security through real-time
monitoring and an improved user experience by reducing
reliance on static passwords. However, its adoption depends

158

Chris Gilbert and Mercy Abiola Gilbert, “Continuous User Authentication on Mobile Devices,” International Research Journal of Advanced
Engineering and Science, Volume 10, Issue 1, pp. 158-173, 2025.



heavily on user acceptance and trust. Industries such as finance,
healthcare, and e-commerce stand out as key sectors where
CUA can add substantial value, reinforcing security and
improving usability. Despite its potential, CUA is not without
challenges. Privacy concerns related to continuous data
collection and the complexity of integrating such systems into
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existing infrastructures are significant barriers. Addressing
these challenges requires a feedback loop that refines the
system based on user trust, acceptance, and operational
performance. This iterative process ensures that CUA evolves
into a robust and widely accepted solution for modern
authentication needs.

Financial Sector

Adoption of CUA in Various

—* Healthcare Sector
Industries

E-commerce Sector

Improved User Experience

(|
(no passwords) User Acceptance and Trust \

\

» Privacy Concerns (data

collection)

Feedback Loop for
Improvement

Implementation Complexity
(integration with systems)

Figure 1: Evolution from passwords to continuous user authentication.

The critical importance of continuous authentication
becomes evident when considering the volume of sensitive data
stored on mobile devices and the frequency with which these
devices are shared among multiple users (Stylios et al., 2021;
Gilbert & Gilbert, 2024i). According to a recent industry report
by Verizon (Fontem, 2024; Gilbert & Gilbert, 2024h), 79% of
IT professionals perceive mobile devices as potential security
risks, emphasizing the urgency of more adaptive and persistent
safeguards.

Central to our approach is the concept of exposure time—
the duration a device remains accessible following an initial
login, without additional verification. Studies in continuous
authentication have shown that reducing this interval can
significantly lower the potential attack surface (Hassan et al.,
2024; Gilbert & Gilbert, 2024k). By continuously verifying a
user’s identity through subtle behavioral cues, such as typing
cadence or application interaction patterns, CUA seeks to
shrink exposure time toward zero. For instance, if a user’s
interaction deviates markedly from established behavioral
profiles, the system can initiate a re-authentication prompt or
restrict access, preempting unauthorized use (Jimmy, 2024;
Gilbert & Gilbert, 2024;).

THE NEED FOR CONTINUOUS USER AUTHENTICATION
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Moreover, CUA complements existing security solutions.
Traditional — measures—ranging from  application-level
protections to OS hardening and encryption—focus on securing
the environment and data at rest or in transit. Continuous
authentication adds another layer by monitoring the user’s
identity dynamically (Shafik, 2024; Gilbert & Gilbert, 2024n).
Empirical findings suggest that integrating CUA with these
measures can detect anomalies more effectively; thwarting
unauthorized actions even when the underlying system
components remain uncompromised (Olweny, 2024; Gilbert &
Gilbert, 2024l). Ultimately, this synergy aligns with industry
priorities and responds to the complex security demands of
modern mobile ecosystems.

In essence, continuous user authentication is neither a stand-
alone fix nor an incremental improvement; it is a foundational
shift that emphasizes ongoing user verification. By ensuring
that only the rightful owner continues to interact with the
device, CUA enhances user trust, mitigates risks, and offers a
scalable, user-centered approach to mobile security (Obi et al.,
2024; Gilbert & Gilbert, 2024m).

The pie chart illustrates the distribution of challenges
associated with implementing Continuous User Authentication
(CUA) systems. The largest segment, accounting for 43%,
highlights privacy concerns, emphasizing issues related to
continuous data collection and storage.
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Figure 2: Mobile device risk perceptions by IT professionals.

This demonstrates the critical need to address data
protection and user trust. The second-largest portion, 29%,
represents integration challenges. This reflects the technical
difficulties of incorporating CUA into existing systems and
infrastructure, which often require significant adjustments and
interoperability efforts. Another 14% pertains to user
acceptance barriers, underscoring the importance of ensuring
that users are comfortable with and trust CUA systems. This
involves addressing concerns about intrusiveness and
transparency. The remaining segments are divided between
performance issues (10%), which relate to the reliability and
accuracy of authentication processes, and legal compliance
requirements (5%), reflecting the need to meet regulatory
standards such as GDPR and HIPAA. Together, these factors
underscore the complexity of deploying CUA solutions,
highlighting the need for a balanced approach that considers
technical performance, user experience, privacy, and regulatory
compliance.

Ill.  RESEARCH METHODOLOGIES

This body of research adopts a multifaceted methodological
framework that integrates biometric analysis, machine learning,
behavioral modeling, and privacy-preserving techniques. The
overarching aim is to establish authentication systems on
mobile devices that operate continuously, remain minimally
intrusive, and adapt to dynamic user and environmental
conditions.

I.  Biometric Modalities and Continuous Verification
Approaches:

The study contrasts classic biometric methods, which rely
on periodic verification through static biometric samples (e.qg.,
a single fingerprint scan or a captured facial image), with
feature-based approaches, which continuously extract and
analyze evolving biometric or behavioral attributes. Biometric
indicators range from fingerprint recognition (including
integration with motion sensors and exploration of touchless
techniques) to facial and iris recognition methods that
incorporate advanced modeling (3D structures, thermal
patterns) and robust segmentation algorithms. Each modality is
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examined in light of accuracy, susceptibility to environmental
factors, computational overhead, and user convenience (Gupta,
Buriro & Crispo, 2018; Gilbert & Gilbert, 20240).

II. Behavioral
Frameworks:

Moving beyond static credentials such as passwords or
PINs, the research emphasizes behavioral biometrics—touch
gestures, keystroke rhythms, application usage patterns, and
navigation habits—as continuous, unobtrusive signals. The
proposed architecture involves data pre-processing and
normalization to account for device heterogeneity; feature
extraction to identify discriminative behavioral traits (e.g.,
gesture curvature, typing latency); and incremental modeling,
wherein machine learning or deep learning algorithms adapt a
user’s behavioral profile over time. Adaptive decision
thresholding is introduced to dynamically refine authentication
criteria based on real-time feedback, ensuring timely responses
to anomalous behavior (Dahia, Jesus & Pamplona Segundo,
2020).

I1l.  Context-Aware Authentication Mechanisms:

Recognizing that user interactions do not occur in isolation,
the study incorporates contextual factors—including device
orientation, location, movement patterns, and ambient
conditions—into authentication models. By applying machine
learning-based activity recognition (e.g., random forest
classifiers) to sensor data, the system modulates authentication
rigor according to the complexity or uncertainty of the
prevailing context. The methodology underscores the need for
standardized datasets, well-defined performance benchmarks
(e.g., EER, accuracy percentages), and transparent comparison
protocols to facilitate reproducibility and cumulative
knowledge building (The et al., 2016; Gilbert & Gilbert,
20240).

IV.  Privacy, Ethics, and Regulatory Compliance:

Given that continuous authentication techniques require
ongoing data collection, the methodologies place significant
emphasis on ethical and privacy considerations. Informed
consent, anonymization, data minimization, and compliance
with frameworks like GDPR are integrated into the design
process. Proposed solutions advocate for the incorporation of
privacy-by-design principles, secure enclaves, differential
privacy, and federated learning approaches to prevent data
misuse and bolster user trust (Gonzalez-Manzano, Fuentes &
Ribagorda, 2019).

V. Evaluative Strategies, Benchmarking, and Longitudinal
Studies:

To rigorously assess proposed solutions, the research
encourages comprehensive user studies, employing both
controlled experiments and field deployments that simulate
various attack scenarios (e.g., mimicry attempts, insider
threats). By advocating for the creation of standardized
benchmarks and shared datasets, the methodologies aim to
establish baseline performance metrics. Comparisons against
these benchmarks enable the community to discern meaningful
improvements, validate new approaches, and identify avenues

Biometrics and Implicit Authentication
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for refinement. Such longitudinal evaluations reveal how
authentication mechanisms respond to evolving user behavior,
changes in environmental conditions, and the introduction of
novel sensor modalities (Al-Naji & Zagrouba, 2020; Gilbert &
Gilbert, 2024p; Opoku-Mensah, Abilimi & Boateng, 2013).

VI. Interdisciplinary  Collaboration and Real-World

Application:

Recognizing the complexity of continuous authentication,
the methodologies underscore the value of collaborations with
industry partners, hardware manufacturers, operating system
developers, and policy experts. These partnerships facilitate
real-world deployments on prototype devices, generating
insights into performance under resource constraints (battery
life, processing overhead) and guiding iterative enhancements.
Engagement with standardization bodies and interdisciplinary
working groups helps establish consistent evaluation
frameworks and fosters consensus on best practices
(Hernandez-Alvarez et al., 2020; Gilbert & Gilbert, 2024q).

In sum, the methodologies detailed across this research
portfolio present a holistic and evolving toolkit for realizing
continuous, context-aware, and behaviorally informed mobile
authentication solutions. They call for synergy between
technical rigor and ethical stewardship, standardization efforts,
user-centric evaluations, and interdisciplinary discourse to meet
the security, usability, and privacy demands of contemporary
mobile ecosystems.

TABLE 1: Research Methodologies

Aspect Description
Biometric Modalities  Contrasts static verification methods (e.g., single
and Continuous  fingerprint scan) with continuous feature-based
Verification methods. Covers biometric indicators like
Approaches fingerprint recognition, facial recognition, and
iris recognition. Examines factors such as
accuracy, environmental susceptibility,
computational overhead, and user convenience.
Behavioral Focuses on unobtrusive signals like touch
Biometrics and  gestures, keystroke rhythms, and application
Implicit usage. Involves data pre-processing, feature
Authentication extraction, incremental modeling, and adaptive
Frameworks decision thresholding to refine real-time
responses.
Context-Aware Incorporates contextual data (e.g., device
Authentication orientation, location, movement, ambient
Mechanisms conditions) using machine learning-based

Privacy, Ethics, and
Regulatory
Compliance

Evaluative Strategies,
Benchmarking, and
Longitudinal Studies

Interdisciplinary
Collaboration
Real-World
Application

and

activity recognition. Highlights the need for
standardized  datasets and  performance
benchmarks.

Emphasizes ethical considerations like informed
consent, anonymization, data minimization, and
compliance with regulations (e.g., GDPR).
Advocates privacy-by-design principles and
advanced privacy-preserving techniques (e.g.,
federated learning).

Promotes rigorous assessment through user
studies, controlled experiments, and field
deployments. Encourages development of
standardized benchmarks and shared datasets for
meaningful comparisons and refinement of
authentication mechanisms.

Stresses collaboration with industry, hardware
manufacturers, OS developers, and policy
experts for real-world deployments. Supports
iterative enhancements, consistent evaluation
frameworks, and consensus on best practices.
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This table provides a structured summary of the
methodological framework for developing and evaluating
Continuous User Authentication (CUA) systems.

IVV. BIOMETRIC-BASED APPROACHES

Biometric-based continuous user authentication (CUA)
methods utilize unique physiological or behavioral
characteristics to verify identity over time. By continuously
analyzing attributes such as fingerprint patterns, facial features,
or iris textures, these approaches aim to reduce user reliance on
manual logins and improve overall security and convenience
(Sailema, Olivares & Delicado, 2022). Current research
generally divides biometric-based CUA into two categories: (1)
classic approaches, which rely on static snapshots or samples at
fixed intervals, and (2) feature-based approaches, which
dynamically extract evolving behavioral attributes from
ongoing user interactions (Hussain, 2021). Such distinctions are
crucial because feature-based methods often adapt better to
changes in user behavior and environmental conditions,
potentially increasing long-term system reliability.

Despite their promise, biometric modalities differ
significantly in terms of accuracy, robustness, and usability. For
example, while fingerprints are relatively stable and well-
understood, environmental factors like moisture or sensor
quality can affect recognition accuracy (Huan et al., 2020;
Gilbert & Gilbert, 2024t). Facial recognition, though
convenient and hands-free, may struggle under poor lighting
conditions or with substantial variations in user appearance
(Nag, 2019; Gilbert & Gilbert, 2024u). Iris recognition excels
in terms of stability and distinctiveness, yet requires careful
image acquisition and may be sensitive to user positioning
(Zhang et al., 2017; Gilbert & Gilbert, 2024s). Comparative
studies have shown that performance trade-offs often depend
on application scenarios: devices that require rapid, hands-free
verification may favor facial or iris-based methods, while those
necessitating precise identification in variable conditions might
lean toward fingerprint-based solutions (Ayeswarya &
Norman, 2019; Gilbert & Gilbert, 2024r).

In addition, the field has yet to reach consensus on
standardized evaluation protocols. Common datasets,
performance benchmarks (such as Equal Error Rate or False
Acceptance/False Rejection Rates), and environmental testing
conditions would facilitate direct comparisons and guide
practitioners in modality selection. Preliminary efforts in this
direction include international competitions and open datasets
for face and fingerprint recognition (Ayeswarya & Singh,
2024), but similar benchmarking resources for continuous,
multi-modal CUA remain limited.

Fingerprint Recognition

Fingerprint recognition has long been a cornerstone of
biometric authentication due to its high uniqueness and user
familiarity. Classic approaches prompt fingerprint scans
periodically, verifying the user’s identity each time the device
is accessed. This practice can be inconvenient in contexts
demanding continuous verification. Feature-based strategies
address this issue by integrating adaptive thresholds and signal
processing techniques, enabling the system to refine the user’s
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fingerprint profile over time and reduce the reliance on frequent
scanning (SHAKIR, 2020; Gilbert & Gilbert, 2024u).
Challenges persist in dealing with varying sensor quality,
environmental conditions, and noise. To address these,
researchers have introduced frameworks conceptually similar
to “MobileTouch” and “Accel-UC” (Lawrence, 2024; Gilbert
& Gilbert, 2024v), where accelerometer or gyroscope readings
are combined with fingerprint data to capture richer interaction
patterns. Benchmarking efforts, such as those reported by the
FVC  (Fingerprint  Verification = Competition)  series
(Ayeswarya, & Singh, 2024; Gilbert & Gilbert, 2024w),
provide standardized datasets and performance metrics.
However, continuous authentication scenarios require further
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Classic Approaches —— Periodic Scans }—’ Identity Verification —»
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methodological consensus, including testing with longitudinal
datasets and simulating real-world conditions.

Touchless fingerprint techniques represent another
promising frontier. Leveraging device cameras and integrated
motion sensors, they initiate fingerprint capture only when user
presence is detected, thereby enhancing both usability and
security. Although preliminary experiments have shown
encouraging results, rigorous comparative evaluations and
standard benchmarks are needed to ensure that touchless
solutions match or exceed the reliability of traditional
fingerprint readers (Lawrence, 2024; Gilbert, Oluwatosin &
Gilbert, 2024).
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Figure 3: Fingerprint recognition methods and their challenges.

The diagram provides a detailed perspective on fingerprint
recognition within the context of biometric authentication,
focusing on its strengths, approaches, challenges, and
advancements. Fingerprint recognition stands out for its high
uniqueness and familiarity to users, making it a widely trusted
biometric method. Traditional approaches rely on periodic
scans to verify identity, but these can be inconvenient for
continuous authentication. To address this, feature-based
strategies have been developed, utilizing adaptive thresholds
and signal processing techniques to refine fingerprint profiles,
thereby reducing the need for frequent scans.

However, several challenges persist, such as variations in
sensor quality, environmental conditions, and noise, all of
which can affect accuracy and reliability. Innovations have
sought to overcome these obstacles, with systems like
MobileTouch and Accel-UC combining accelerometer data to
capture richer interaction patterns. Furthermore, touchless

fingerprint techniques leverage device cameras and integrated
motion sensors to initiate fingerprint capture based on user
presence, enhancing both usability and security.

Despite these advancements, there is a growing need for
comparative evaluations to validate the effectiveness of these
newer methods against traditional approaches. The progression
of fingerprint recognition from static verification to more
adaptive, seamless methods highlights its potential to meet the
demands of continuous user authentication.

Facial Recognition

Facial recognition is inherently appealing due to its non-
intrusive nature and the ubiquity of front-facing cameras on
mobile devices. Classic methods rely on periodic image
snapshots, but feature-based approaches incorporate richer
data—such as 3D facial modeling, texture descriptors, and
thermal mapping—to achieve more robust and continuous
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verification (Patidar et al., 2024). These enhancements help
distinguish genuine users from imposters using photographs,
masks, or deepfake-style spoofing attempts (Pradeep Kumar,
2023; Abilimi & Yeboah, 2013; Gilbert, Auodo & Gilbert,
2024).

Still, facial recognition must contend with variable lighting,
changes in user appearance, and privacy concerns. Studies have
reported performance degradation in low-light scenarios and
when users change hairstyles, wear glasses, or grow facial hair.
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Privacy-preserving techniques like homomorphic encryption
and differential privacy (Kumar, 2023) are under exploration to
ensure that raw facial data cannot be misused. Standardized
facial recognition benchmarks (example, LFW (Kumar, 2023),
1JB-C (Patidar et al., 2024; Gilbert, 2021), exist, but they
generally target static verification rather than continuous
monitoring. Establishing dedicated continuous authentication
benchmarks and protocols would help quantify improvements
in adaptive facial recognition algorithms over time.
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Figure 4: Facial recognition process and challenges overview

The diagram illustrates the key aspects, challenges, and
advancements in facial recognition technology, particularly for
biometric authentication. Facial recognition is valued for its
non-intrusive nature and the widespread availability of front-
facing cameras on mobile devices. Traditional, or classic,
methods involve periodic image shapshots, which have
limitations in dynamic environments. More advanced, feature-
based approaches incorporate 3D facial modeling, texture
descriptors, and thermal mapping. These improvements
enhance verification robustness, enabling systems to
distinguish genuine users from imposters who might use
photographs, masks, or even deepfake techniques for spoofing.

Despite its advantages, facial recognition faces several
challenges. Variable lighting conditions and changes in user
appearance—such as differences in hairstyles, wearing glasses,
or facial hair—can affect accuracy and reliability. Additionally,
privacy concerns are a major issue, prompting the adoption of
privacy-preserving techniques like homomorphic encryption
and differential privacy to protect user data.
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To improve facial recognition systems, standardized
benchmarks such as LFW and 1JB-C have been developed.
These benchmarks are used to evaluate and compare
performance in static verification scenarios. However, there is
a need to extend these efforts to continuous monitoring systems,
which require adaptive facial recognition algorithms. Such
advancements would enable better quantification of
improvements and foster the creation of reliable continuous
authentication protocols that can seamlessly operate under
diverse and evolving conditions.

Iris Recognition

Iris recognition capitalizes on the stable, intricate patterns
formed in early fetal development that remain largely
unchanged throughout an individual’s life. Historical research,
including pioneering work by Daugman (Bowyer & Burge,
2016), and segmentation improvements by Wildes (Okokpujie
et al., 2018), laid a strong foundation. Techniques for iris
boundary detection and segmentation—like “snake” or active
contour algorithms—emerged in the late 1980s and 1990s
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(Mesejo et al., 2016; Gilbert, 2012), enabling accurate isolation
of the iris from surrounding eye features and supporting reliable
feature extraction.

For continuous authentication, iris recognition can integrate
with video-based eye-tracking to verify identity unobtrusively
as users naturally interact with their devices (Modi, 2011). This
reduces the need for explicit prompts and can handle subtle
variations in lighting or user positioning (Ali, 2024; Gilbert,
218). Despite these advantages, challenges remain: stable
image acquisition under real-world conditions is non-trivial,
and computational overheads must be managed to ensure
practical deployment (Gill et al., 2024; Abilimi & Yeboah,
2013). Although standardized iris datasets (example, CASIA-
Iris, BioSec) and evaluation protocols exist (Khade et al., 2021),
continuous  authentication  systems require extended
longitudinal studies and tests under diverse environmental
conditions.
Towards
Modalities

While fingerprint, facial, and iris recognition each offer
distinct advantages, no single biometric modality is universally
superior for continuous authentication. External factors

a Comparative Understanding of Biometric
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(lighting, motion, user behavior), device form factors, and

application requirements all influence the suitability of a given

modality (Gilbert, 2022; Fernandes et al., 2019; Abilimi et al.,

2013). To advance the state of the art, future research should

focus on:

e Establishing common benchmarking standards, including
datasets and performance metrics tailored for continuous
CUA scenarios.

e Conducting comparative analyses that quantify trade-offs in
accuracy, computational overhead, latency, and user
satisfaction.

¢ Incorporating longitudinal datasets to evaluate how well
each modality adapts to evolving user habits and
environmental conditions over time (Bui-Tien et al., 2024).
By grounding these efforts in rigorous empirical

evaluations, standardized protocols, and credible references, the

research community can better understand the nuanced
interplay of multiple biometric modalities and drive toward
more robust, versatile, and user-friendly continuous

authentication solutions (Mulligan, 2024).

TABLE 2: Biometric-Based Approaches

Section Key Description Challenges/Limitations Future Directions

Biometric- Utilizes physiological or behavioral Differences in accuracy, robustness, and Establish standard datasets, performance

Based CUA characteristics (e.g., fingerprint, facial, usability; environmental factors affecting sensor  benchmarks, and protocols for continuous
iris) to verify identity over time. performance. evaluation.

Fingerprint Relies on unique fingerprint patterns.  Susceptible to moisture, sensor variability, and  Development of touchless fingerprint

Recognition Feature-based strategies integrate with environmental noise. Requires longitudinal systems using integrated motion sensors
motion sensors for richer interaction testing under real-world conditions. and cameras for improved usability and
data. security.

Facial Analyzes facial features, incorporating  Struggles with lighting, appearance changes, and  Introduce adaptive algorithms and privacy-

Recognition advanced modeling techniques (e.g., 3D,  privacy concerns. Risk of spoofing via masks or  preserving techniques like homomorphic
thermal mapping) for continuous deepfake-style techniques. encryption and differential privacy.
verification.

Iris Capitalizes on the stable patterns of the  Requires precise image acquisition;  Focus on lightweight algorithms for stable

Recognition iris. Integrates video-based eye-tracking computational overheads limit real-world acquisition and extend longitudinal studies
for unabtrusive verification. deployment. to account for diverse environmental

conditions.
Towards Highlights trade-offs between No single modality is universally superior; Conduct comparative studies quantifying
Comparison modalities, e.g., fingerprint (stable, performance varies with environmental and user  trade-offs (e.g., accuracy, latency) across

precise), facial (hands-free), and iris factors.

(highly unigue).

modalities and develop hybrid/multi-modal
systems.

This table summarizes the different biometric-based
approaches to CUA, outlining their descriptions, challenges,
and potential areas for improvement.

V. BEHAVIORAL PATTERNS FOR AUTHENTICATION

Behavioral patterns have emerged as a promising avenue for
continuous user authentication (CUA) in mobile contexts
(Ayeswarya & Singh, 2024). Unlike traditional credentials—
such as passwords or PINs—behavioral indicators can be
captured implicitly as users naturally interact with their devices
(Gupta et al., 2023). Touch gestures, typing rhythms,
application usage patterns, and navigation habits all generate
data streams that enable ongoing verification. By relying on
these subtle cues, behavioral-based CUA aims to reduce user
interruptions, improve overall usability, and enhance security
(Gupta et al., 2023; Yeboah & Abilimi 2013). As mobile
applications continue to evolve, the ability to leverage these

patterns offers both new opportunities and challenges for
creating seamless, user-centric authentication frameworks.
Yet, despite growing interest, the practical implementation
of behavioral-based CUA remains an active area of research.
Much of the existing literature has focused on isolated
modalities, such as keystroke dynamics or touch gestures, and
often requires explicit user engagement (Fan, 2023; Abilimi &
Adu-Manu, 2013). Moreover, few studies have thoroughly
validated their methods through large-scale user studies or
long-term field deployments. Addressing these gaps demands
both methodological rigor and close attention to ethical
considerations—ensuring that user data is handled responsibly,
transparently, and in compliance with prevailing regulations.

Integrating Behavioral Cues via Standardized APIs:

Realizing the full potential of behavioral-based CUA
requires robust infrastructure support. Mobile operating system
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developers and device manufacturers should provide well-
documented application programming interfaces (APIs) that
grant secure, controlled access to sensor inputs and user
interaction logs. Ensuring that data collection is grounded in
informed consent, anonymization, and compliance with
frameworks such as the General Data Protection Regulation
(GDPR) will be essential for maintaining user trust. Enhanced
transparency around data usage, along with user-friendly
consent interfaces, can foster broader acceptance and a
willingness to participate in continuous authentication schemes
(Ayeswarya & Singh, 2024).

Proposed Implicit Behavior-Based Architecture:

To advance beyond theory, we propose a holistic
architecture designed to operate unobtrusively in the
background. Rather than relying on explicit authentication
prompts, the system continuously monitors user interactions
across multiple granular levels:

I.  Data Pre-Processing and Normalization: Raw sensor data
(example  accelerometer, gyroscope, touchscreen
coordinates) is normalized to mitigate device
heterogeneity and environmental variations (Lupion et al.,
2021).

Il.  Feature Extraction: Relevant behavioral features—such as
gesture curvature, typing latency, pressure sensitivity, and
micro pauses—are distilled from the normalized signals.
Evidence suggests that combining multiple features can
improve authentication accuracy and resilience (Wang,
2022).

I1l.  Incremental Modeling and Classification: Machine
learning or deep learning models update the user’s
behavioral profile over time. This incremental learning
approach adapts to evolving user patterns, device
upgrades, and changes in routine, thereby maintaining
accuracy over longer periods (Martin et al., 2021; Abilimi
etal., 2015).

IV.  Adaptive Decision Thresholding: Thresholds for re-
authentication or fallback security checks are dynamically
adjusted based on continuous feedback loops. This
ensures that the system can respond quickly to anomalies,
such as suspected account takeovers, while minimizing
false alarms (Kepkowski, 2023).

Validation and Empirical Assessment:

While the proposed architecture is conceptually sound, its
effectiveness must be substantiated with empirical evidence.
Future research should conduct comprehensive user studies to
evaluate the system under realistic conditions—across diverse
user populations, varying device types, and extended usage
durations. Field experiments, for example, can examine
authentication accuracy, false acceptance/rejection rates, and
latency. Similarly, user acceptance studies can illuminate how
participants ~ perceive  privacy, intrusiveness,  and
trustworthiness when continuously monitored. These insights
will guide refinements, inform best practices, and ensure that
the technology meets real-world security and usability
requirements (Freigang, Schlenker & Kohler, 2018).
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Privacy, Ethics, and Compliance:

Adopting a behavior-based approach raises important
privacy and ethical considerations. Behavioral data may
inadvertently reveal sensitive information about users’ habits,
schedules, or personal attributes. Thus, privacy-preserving
techniques—such as differential privacy, on-device processing,
and secure enclaves—should be incorporated to limit data
exposure. Additionally, compliance with legal standards
(example, GDPR, CCPA) and adherence to established ethical
guidelines are paramount. Collaboration with legal experts,
ethicists, and user advocacy groups will help establish
guidelines for transparent data handling, informed consent, and
robust user control over personal information (Felzmann et al.,
2020).

Toward a More Secure and User-Friendly Future:

Behavioral-based CUA has the potential to fundamentally
shift authentication paradigms, delivering a continuous,
context-aware, and user-aligned security layer. By building on
existing research and addressing current gaps—especially the
need for experimental validation and detailed privacy
measures—this approach can offer a credible alternative to
traditional authentication, enhancing trust, convenience, and
resilience against sophisticated attacks Adam (Hammoudeh,
Alrawashdeh & Alsulaimy, 2024; Kwame, Martey & Chris,
2017).

Ongoing research will need to reconcile competing

demands: stringent security, minimal user burden, and robust
privacy safeguards. As technology and regulations evolve, so
will the strategies for harnessing behavioral patterns.
Ultimately, this line of inquiry can lead to authentication
solutions that not only protect sensitive information but also
respect individual rights and user comfort in an increasingly
mobile and data-rich world.
The diagram outlines the process and challenges associated
with implementing behavioral patterns for continuous user
authentication (CUA). It begins by emphasizing the role of user
interaction data, such as touch gestures, typing rhythms,
application usage patterns, and navigation habits, as the
foundation for authentication. These behavioral signals are
continuously collected and analyzed to generate data streams
that facilitate ongoing verification within a user-centric
framework. The goal is to minimize user interruptions while
ensuring seamless authentication.

However, the implementation of CUA faces several
challenges. Isolated modalities require greater user
engagement, which calls for methodological rigor and ethical
considerations to ensure the system is effective and trustworthy.
Integration via standardized APIs is critical to streamline the
process. This involves securing informed consent from users,
anonymizing their data to protect privacy, and building trust
through transparency.

The diagram highlights the necessity of balancing technical
sophistication with user-friendliness and ethical practices. By
addressing these implementation challenges, CUA systems can
become more reliable, adaptable, and widely accepted.
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Figure 6: Behavioral patterns enhance mobile user authentication security.

A Framework for Behavioral-Based Continuous Authentication

The behavioral-based CUA system can be thought of as a
process that takes in raw data from a user’s interactions with
their device and transforms it into a reliable, privacy-friendly
way to verify their identity continuously (Bansal & Ouda,
2024). This process involves five key stages:

I.  Pre-Processing and Normalization

The system starts with raw data from sensors (like
touchscreens, accelerometers, or gyroscopes). This data can
vary a lot depending on the device or environment. To make
it consistent and usable, the system cleans and normalizes the
data, reducing the impact of differences like screen size or
external noise.

Il.  Feature Extraction

Once the data is normalized, the system looks for specific
patterns in how the user interacts with the device. For
example, it might analyze how they swipe, type, or apply
pressure on the screen. These patterns are distilled into key
features, such as the curvature of gestures or the time it takes
to press a key, which serve as unique "behavioral
fingerprints."

I1l.  Incremental Modeling and Classification

The system uses machine learning to create and update a
profile of the user’s behavior over time. It adapts as the user’s
habits evolve—like if they get a new device or change their
routine. This ongoing learning helps keep the system accurate
and responsive.

IV.  Adaptive Decision Thresholding

To decide whether to take action (like asking for a
password), the system sets thresholds for what counts as
"normal" behavior. These thresholds aren’t fixed—they
adjust dynamically based on feedback. For example, if the
system detects something unusual (like a different typing
rhythm), it might tighten security or ask the user to re-
authenticate.

V. Privacy and Compliance

Because this system relies on personal data, it’s designed
to handle information responsibly. Data collection is done
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transparently, with user consent, and follows strict privacy
regulations like GDPR. Techniques like anonymization and
processing data directly on the device are used to protect
sensitive information.

VI.

Traditional authentication systems typically rely on static
verification methods—such as entering a password once at
login—to confirm a user’s identity. While this initial
verification grants comprehensive access for the session’s
duration, it neglects the evolving context of device usage and
user behavior (Wang., 2021). As a result, these methods leave
periods of vulnerability where unauthorized individuals can
exploit continuous access without encountering additional
checkpoints. Over the past decade, researchers have begun to
address  this shortcoming through continuous user
authentication (CUA) mechanisms that verify identity on an
ongoing basis, rather than relying solely on intermittent or one-
time inputs (Ayeswarya & Singh, 2024).

Building on CUA, context-aware authentication on mobile
devices (CAAM) extends verification processes by
incorporating environmental and behavioral cues—such as user
activity, device movement, location, and environmental
conditions—to dynamically adjust authentication requirements
(Dionisio, 2020). For example, CAAM might enforce stricter
verification protocols when unusual user behavior (e.g.,
atypical gait, sudden device orientation changes) or unfamiliar
environments (example, an unknown Wi-Fi network or GPS
coordinates) are detected (Netscher, 2016). Conversely, it can
reduce user burdens in more predictable scenarios, allowing
seamless access under routine conditions.

CONTEXT-AWARE AUTHENTICATION

Preliminary Evidence and Potential Improvements:

Initial experiments have explored the benefits of CAAM by
employing activity recognition algorithms from machine
learning. For instance, internal tests using a random forest
classifier to analyze accelerometer-derived activity features
have shown preliminary gains in authentication accuracy
compared to baseline CUA methods, potentially lowering the
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chances of unauthorized access. Although these early findings
are promising, they remain exploratory. Future studies should
report standardized metrics such as accuracy percentages,
Equal Error Rates (EER), and comparisons to established
benchmarks. For example, controlled experiments using
publicly available datasets (example, WISDM or mHealth
datasets) and following common evaluation protocols could
provide clear, quantitative evidence of CAAM’s efficacy and
facilitate reproducibility (Al-Worafi, 2024).

Addressing Legal and User Acceptance Concerns:

Beyond technical performance, the long-term viability of
CAAM hinges on its compliance with legal and ethical
standards, as well as user acceptance. Privacy regulations—
such as the EU’s General Data Protection Regulation (GDPR)
and sector-specific guidelines like HIPAA (for healthcare)—
demand transparent data handling, secure storage, and rigorous
consent procedures. CAAM implementations must embed
privacy-by-design principles, utilizing data minimization,
anonymization, and encryption to meet regulatory demands
(Benyahya et al., 2022). Future work should investigate how
differential privacy, federated learning, and policy-based access
control can ensure that sensitive contextual data remain
protected.

User acceptance poses another significant challenge. While
CAAM can reduce the inconvenience of repeated logins,
continuous and context-aware monitoring may raise concerns
about intrusiveness and lack of control. Empirical user
studies—Ileveraging survey instruments, focus groups, and
controlled field trials—can help identify user thresholds for
comfort, trust, and perceived intrusiveness. For example,
researchers could employ the Technology Acceptance Model
(TAM) or the Unified Theory of Acceptance and Use of
Technology (UTAUT) to systematically evaluate factors
influencing user acceptance (Alyoussef, 2022). Likewise,
iterative design processes that incorporate user feedback,
transparency features (e.g., dashboards showing what data are
collected and why), and user-configurable privacy settings can
help foster trust and promote more widespread adoption.

Toward a Comprehensive, Multidisciplinary Framework:

The implementation of CAAM requires a multifaceted
approach that integrates technical innovation with socio-legal
awareness. Collaboration among legal scholars, privacy
advocates, psychologists, usability researchers, policymakers,
and security engineers is necessary to craft guidelines that
ensure these systems are both effective and socially palatable.
Multidisciplinary working groups and standards organizations
(example, ISO/IEC JTC 1/SC 27 for security techniques) can
help define metrics, develop best practices, and create
certification schemes for vendors and developers (Dwivedi et
al., 2024).

By coupling quantitative evaluation of system performance
with in-depth exploration of legal compliance and user
perception, the research community can chart a path toward
robust, context-aware continuous authentication solutions
(Ametefe et al., 2024). Such frameworks would not only
reinforce the security of mobile devices but also respect legal
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constraints, honor user expectations, and adapt seamlessly to
the diverse contexts in which mobile technologies are deployed.

TABLE 3: Summary of Context-Aware Authentication

Aspect Description
Relies on static verification methods (e.g.,
Traditional passwords) granting session-wide access, leaving

Authentication periods of vulnerability due to lack of dynamic re-
verification.

Extends continuous user authentication (CUA) by
dynamically adjusting verification requirements

using environmental and behavioral cues (e.g.,

Context-Aware
Authentication

(CAAM) i . ;
user activity, device movement, location).
Enforces stricter protocols for unusual behavior
Examples of - . h -
Dynamic (e.g., atypical gait, sudden orientation changes) or
y unfamiliar environments, while reducing user
Adjustment - . .
burden in predictable scenarios.
Initial machine learning-based tests (e.g., random
Preliminary forest classifiers analyzing accelerometer data)
Evidence showed potential for improving accuracy
compared to baseline CUA methods.
Calls for standardized metrics (e.g., EER,
Future accuracy percentages), use of public datasets (e.g.,
Improvements WISDM, mHealth), and adherence to evaluation

protocols for reproducibility.

Must adhere to GDPR, HIPAA, and other
standards by embedding privacy-by-design
principles such as data  minimization,
anonymization, and encryption.

Differential privacy, federated learning, and
policy-based access control to ensure sensitive
data protection.

Concerns about intrusiveness and lack of control;
mitigated by transparency, user feedback, and
customizable privacy settings.

Leverages tools like TAM (Technology
Acceptance Model) and UTAUT to evaluate user
trust, comfort, and perceptions of intrusiveness.
Requires a multidisciplinary approach involving

Legal and Ethical
Compliance

Privacy-Preserving
Techniques

User Acceptance
Challenges

User Studies and
Tools

Implementation technical innovation, legal scholars,
Framework psychologists,  usability  researchers, and
engineers.

Standards organizations (e.g., ISO/IEC JTC 1/SC
27) must define metrics, best practices, and
certification schemes to ensure effective
implementation.

To create robust, context-aware authentication
solutions that improve security, respect legal and
ethical standards, and adapt to diverse user and
environmental conditions.

Collaboration Needs

Final Objective

VII. CHALLENGES AND LIMITATIONS

Implementing continuous user authentication (CUA) on
mobile devices requires overcoming a host of interrelated
challenges spanning technical, behavioral, and organizational
domains. Traditional approaches, such as single sign-on (SSO)
or intermittent re-authentication, minimize user inconvenience
but leave sessions vulnerable once initial checks are passed.
Studies indicate that attackers can exploit these gaps, gaining
unauthorized access during periods of uninterrupted use.
Additionally, emerging threats include mimicry attacks, where
adversaries replicate a user’s biometric traits, underscoring the
fragility of static or infrequent verification methods (Mirkovic,
2013).

The core difficulty lies in striking a balance between
stringent security and practical usability. While intermittent
authentication may seem convenient, it often proves
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insufficient against sophisticated threats. For instance, an
adversary might wait for a device to be unlocked and then
operate within the authenticated session unchallenged.
Similarly, purely biometric approaches risk compromise if
high-quality replicas or leaked biometric templates enter the
threat landscape. Without continuous assessment, even the most
advanced biometric techniques can be circumvented (Aaby,
2024).

Enterprise scenarios further complicate the picture.
Employers may hold physical or remote access rights to
organizational devices, potentially bypassing protective
measures that rely solely on static credentials or easily
replicated biometrics (Putman, 2021). These conditions
highlight the need for adaptive authentication strategies that re-
verify users over time, respond to shifting contexts, and
preserve trust across evolving operational environments.

Addressing these challenges necessitates a holistic
rethinking of CUA. Integrating multiple biometric modalities
can increase spoofing resistance, while machine learning-
driven anomaly detection can continuously monitor behavioral
cues—such as typing patterns, gesture dynamics, and
application usage—to identify deviations from established
baselines. Incorporating external contextual signals (example,
geolocation data, network characteristics, or proximity to
trusted devices) offers additional security layers (Sookhak et
al., 2018). Simultaneously, privacy-preserving technologies
(example, secure enclaves, homomorphic encryption, and

Challenges in Continuous Threats to Authentication

User Authentication

Technical Challenges Mimicry Attacks

v

Behavioral Challenges Session Hijacking

Y

Organizational Challenges Biometric Spoofing

v

Security vs Usability Unauthorized Access
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differential privacy) ensure that sensitive biometric and
behavioral data remain protected.

To refine and validate potential solutions, researchers must
engage in rigorous experimental evaluation. Well-structured
user studies and field trials should simulate mimicry scenarios,
employer intrusions, and session hijacking attempts to measure
real-world resilience. Collecting benchmark data and
comparing performance against established metrics—such as
Equal Error Rate (EER) or Receiver Operating Characteristic
(ROC) curves—would enable the community to identify
promising approaches and pinpoint areas needing improvement
(Islam & Sufian, 2023). Defining clear research questions—for
example, how combining specific biometric modalities
influences EER under various environmental conditions—
could guide future investigations. Establishing publicly
available datasets and shared benchmarks would further
accelerate progress by providing common reference points for
different research teams (Mulligan, 2024).

Ultimately, collaboration between academia, industry, and
standardization bodies is essential for advancing CUA
technologies. By aligning on evaluation frameworks, exploring
testable hypotheses, and encouraging data sharing, the field can
move beyond conceptual prototypes toward robust, user-
validated authentication systems (Trac et al., 2023). These
efforts will help ensure that CUA solutions evolve into
practical, trusted tools that deliver both heightened security and
seamless user experiences in increasingly mobile-centric
environments.

Adaptive Authentication

Strategies
Multi-modal Biometric Evaluation and Validation
Integration
User Studies
Machine Learning Anomaly J
Detection Field Trials
| J
Contextual Signal Benchmark Data Collection
Incorporation J

Performance Metrics
Privacy-preserving
Technologies

Figure 7: Challenges and solutions for CUA

The provided diagram breaks down key aspects of
challenges, threats, strategies, and evaluation in continuous user
authentication systems.

The first section highlights the challenges faced in
implementing continuous authentication, categorized into
technical, behavioral, and organizational domains. Technical
challenges relate to the complexities of maintaining robust
systems, while behavioral challenges involve the variability of
user interactions. Organizational challenges arise from
balancing security requirements with usability, often creating
tension between stringent security and user convenience.

The second section focuses on threats to authentication
systems, such as mimicry attacks, session hijacking, biometric
spoofing, and other forms of unauthorized access. These threats
underline the need for systems to evolve beyond static or basic
authentication mechanisms to ensure ongoing protection
against sophisticated attacks.

The third section presents adaptive authentication strategies
designed to counter these threats. These strategies include
multi-modal biometric integration, which combines multiple
biometric indicators for improved accuracy; machine learning-
based anomaly detection for identifying unusual patterns of
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behavior; contextual signal incorporation to adjust security
requirements dynamically based on environmental factors; and
the use of privacy-preserving technologies to protect user data
during these processes.

Finally, the last section addresses evaluation and validation
methods for these systems. This includes conducting user
studies to gather insights into real-world performance, field
trials to test under varied conditions, benchmark data collection
for standardized comparison, and the establishment of
performance metrics to measure and refine the effectiveness of
authentication systems over time.

In summary, the diagram outlines a comprehensive
approach to developing, securing, and validating continuous
user authentication systems, emphasizing the importance of
balancing technological sophistication, user behavior, and
privacy concerns.

VIIl. FUTURE RESEARCH DIRECTIONS

The findings presented in this study identify multiple
opportunities to advance continuous, touch-based user
authentication methods. Moving forward, researchers should
not only broaden the scope of inquiry but also establish well-
defined research questions and benchmarks to guide iterative
improvement. Below, we propose targeted directions that
incorporate specific hypotheses, comparative baselines, and
structured methodologies:

I.  Diversifying User Populations and Interaction Contexts:

Proposed Hypothesis: Varying user demographics and physical
conditions—such as reduced dexterity in elderly populations or
altered interaction styles among children—will differentially
impact the stability and accuracy of behavioral biometric
models.

To test this hypothesis, future studies should incorporate
diverse user groups and tasks, explicitly comparing
authentication performance across cohorts. For instance,
researchers might measure changes in Equal Error Rate (EER)
or Receiver Operating Characteristic (ROC) curves when the
same model is applied to standard adult users versus individuals
with motor impairments. Establishing baseline datasets that
reflect these varied populations and conditions would enable
meaningful cross-study comparisons (Shaheen, 2023).

Il.  Expanding Activity Domains and Modalities:

Proposed Hypothesis: Integrating additional contextual
features—such as device orientation, multi-touch gestures, or
handwriting input—will improve authentication robustness and
reduce susceptibility to mimicry attacks, particularly under
variable environmental conditions.

Future experiments could quantify authentication accuracy
gains relative to a baseline dataset containing only touch and
swipe features. Researchers might use standardized metrics
(example, EER, accuracy percentages) and publicly available
datasets that include environmental annotations (example,
lighting, device motion) to validate improvements. Testing
incremental feature sets against a fixed baseline ensures that

V. In
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observed performance gains are attributable to the newly
introduced modalities (Wu et al., 2021).

1. Industry Collaboration and Real-World Deployments:

Proposed Research Question: Under what real-world
constraints (example, battery consumption, device memory,
network latency) can continuous authentication systems
maintain high accuracy without degrading user experience or
computational efficiency? To answer this question,
collaboration with hardware manufacturers and OS developers
is essential.

Researchers could evaluate their methods on prototype
devices or standardized testbeds, benchmarking performance
against baseline models published in the literature. Quantitative
results—such as average latency (milliseconds per
authentication check) and energy expenditure (mAh consumed
per hour of continuous authentication)}—would offer concrete
targets for improvement (Zhang et al., 2022; Opoku-Mensah,
Abilimi & Amoako, 2013).

IV.  Open-Source Data Collection and

Engagement:

Proposed Hypothesis: Open benchmarks and baseline models
will accelerate progress and enhance reproducibility in
continuous user authentication research by making it easier to
compare novel approaches against known standards.

To operationalize this, the community should agree on a
core benchmark dataset, including a representative set of user
behaviors and conditions. Establishing baseline performance
metrics (example, an initial EER of 10% using a specified
feature set and classification algorithm) provides a reference
point for subsequent innovations. Researchers can then propose
new models or features and directly assess whether their
contributions offer statistically significant improvements over
these benchmarks (Bender et al., 2022; Yeboah,Opoku-Mensah
& Abilimi, 2013a).
summary,

Community

advancing  continuous,  touch-based
authentication requires more than broad conceptual
directions; it demands testable hypotheses, defined
performance metrics, and accessible benchmark datasets.
By formulating explicit research questions—such as how
additional modalities affect EER or how resource
constraints impact user experience—and grounding future
studies in standardized comparisons, the research
community can collectively refine, validate, and scale user-
centric authentication solutions. This systematic approach
will ensure that progress is both incremental and evidence-
based, ultimately contributing to secure, adaptive, and
inclusive authentication frameworks that meet the needs of
a diverse range of end-users and application scenarios.

In essence, these targeted directions encourage structured

comparisons, community  standards, and real-world

validation—fostering an evidence-based, incremental approach

to advancing continuous, touch-based authentication methods.
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TABLE 4: Summary of the future research directions, incorporating the proposed hypotheses, research guestions, methodologies, and benchmarks discussed

Direction

Proposed Hypothesis/Research
Question

Suggested Methodology

Potential Benchmarks
& Metrics

Expected Outcomes

1. Diversifying User

Hypothesis:  Varying  user

- Recruit diverse user cohorts (e.g.,

Populations and demographics and physical elderly, children, users with motor
Interaction conditions will affect the stability — impairments).
Contexts and accuracy of behavioral - Conduct comparative analyses using
biometric models. EER, ROC curves.
- Deploy identical models across
varying populations and tasks.
2. Expanding Hypothesis: Integrating new - Incremental feature addition
Activity Domains contextual features (orientation, experiments.
and Modalities multi-touch, handwriting) - Use standardized metrics (EER,
enhances robustness and reduces accuracy) to compare against a
mimicry vulnerability, baseline dataset of touch/swipe-only
particularly ~ under  variable features.
environments. - Incorporate environmental
annotations (lighting, device motion)
for controlled comparisons.
3. Industry  Research Question: Under real- - Collaborations with hardware/OS
Collaboration and world constraints (battery life, manufacturers for testing prototypes.
Real-World memory, latency), how can - Benchmark against literature-based
Deployments continuous authentication  models using testbeds.
maintain  accuracy  without - Measure computational metrics
degrading user experience or (latency in ms, energy consumption
efficiency? in mAh/hour) and user satisfaction.
4, Open-Source  Hypothesis: Open benchmarks - Establish a community-agreed, core
Data Collection and and baseline  models  will benchmark dataset.
Community accelerate progress and - Define baseline EER, accuracy
Engagement reproducibility, enabling  scores using standard features and

straightforward comparisons of
novel approaches to standard
references.

classification models.
- Invite researchers to submit
improvements against these fixed

datasets
diverse

- Baseline
reflecting
demographics.
- Established EER and
ROC  metrics  for
standard vs. specialized
populations.

- A baseline set of
features  (touch/swipe
only) for initial
comparison.

- Publicly available
datasets with
environmental context.

- Performance
benchmarks for latency
and energy use from
industry-standard

devices.

- Comparative baselines
from published
literature.

- A shared repository
with a canonical dataset
and a well-documented
baseline model.
- Public leaderboards or
evaluation platforms.

More inclusive models that
remain accurate across a
wider range of  user
conditions and abilities.

Improved authentication
performance through richer
input modalities and verified
generalizability under diverse
conditions.

Practical  guidelines and
design principles that balance
authentication strength with
resource constraints and UX.

Enhanced transparency,
reproducibility, and
continuous improvement

driven by open, standardized
evaluation frameworks.

baselines.

IX. CONCLUSION

This study has introduced a conceptual framework and an
initial prototype for continuous user authentication (CUA) on
mobile devices, emphasizing touch-based interaction features
at low and medium frequencies. In a preliminary user study
involving a modest sample size (example, fewer than 20
participants) and limited interaction sessions, we recorded a
comparatively high Equal Error Rate (EER), underscoring the
nascent state of our approach. To contextualize this figure,
established biometric modalities in more controlled conditions
often achieve significantly lower EERs (example, under 5% for
certain fingerprint or facial recognition systems) (Neal &
Woodard, 2020; Yeboah, Opoku-Mensah & Abilimi, 2013b).
In contrast, our initial EER—ranging from approximately 15%
to 20%—suggests that substantial refinement and optimization
are necessary before these methods become viable in everyday
user scenarios (Himeur et al., 2021; Yeboah, Odabi & Abilimi
Odabi, 2016)

Despite these early challenges, our results highlight several
promising avenues for future enhancement. Increasing the
quality and diversity of input data—potentially by
incorporating additional sensors (such as cameras,
microphones, or ambient light detectors)—can bolster both the
richness and stability of extracted features. More sophisticated
machine learning models, combined with advanced feature
selection and dimensionality reduction techniques, may help
reduce error rates and improve the robustness and adaptability
of the system. These technical refinements, coupled with

rigorous privacy-preserving measures, could yield more
discriminative behavioral indicators and stronger user
protections

The significance of this work lies in its potential to advance
beyond static authentication toward a dynamic, user-centered
paradigm. With further empirical validation—through larger-
scale user studies, more comprehensive datasets, and
comparative benchmarking against established authentication
methods—researchers can better gauge the performance gains
and practical trade-offs of continuous, behavior-based
verification. Moreover, interdisciplinary collaborations that
involve security experts, usability researchers, engineers, and
legal scholars are essential to address the socio-technical and
regulatory implications of such systems (Christopher, 2013)

As continuous user authentication matures, it stands to
become a valuable tool in the growing repertoire of mobile
security solutions. By building on the preliminary insights
presented here and systematically addressing identified
shortcomings, the research community can guide CUA toward
scalable, real-world implementations. Ultimately, this
evolution promises enhanced trust, improved usability, and
heightened security for an increasingly mobile and
interconnected society.
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