
International Research Journal of Advanced Engineering and Science 
 ISSN (Online): 2455-9024 

 

 

195 

 
Micah Roble and Munther Abualkibash, “Using Shodan and Shodan API as a Vulnerability Tool for Security Testing,” International 

Research Journal of Advanced Engineering and Science, Volume 6, Issue 4, pp. 195-199, 2021. 

Using Shodan and Shodan API as a Vulnerability 

Tool for Security Testing 
 

Micah Roble1, Munther Abualkibash2 

1School of Information Security and Applied Computing, Eastern Michigan University, Ypsilanti, Michigan, United States-48197 
2School of Information Security and Applied Computing, Eastern Michigan University, Ypsilanti, Michigan, United States-48197 

 

 
Abstract— Technological advancement has led to the expansion of 

internet connected technologies. This includes expansions into 

industrial control systems, databases, artificial intelligence, internet 

of thing devices, smart homes, and autonomous vehicles. Databases 

in particular have gone through rapid expansion and development 

and are now used in every major organization in the world. 

Relational, object relational, and non-relational databases have all 

evolved over the course of the past two decades resulting in an 

abundance of variance in data management. Variance has allowed 

databases to be used in multiple different fields and occupations. 

Databases are being used to store accounting information, health 

information, statistics, and more. The extensive use of databases 

however has led to the mismanagement of databases and 

vulnerabilities related to databases are constantly arising. 

Vulnerable databases include MongoDB and Riak. These two 

databases are commonly used, especially in the case of MongoDB. 

Due to mismanagement, these databases are constantly targeted by 

attackers. Shodan is a search engine tool that is capable of 

discovering multiple vulnerable databases. For the improvement of 

security practices, the awareness of vulnerable databases needs to be 

emphasized so that common practices can be improved to reduce the 

short comings of unsecure databases. Multiple experiments were 

conducted to revel how potentially easy it is to discover vulnerable 

databases on Shodan and Shodan’s capabilities to retrieve data. 

Through this research it is hoped that security practices for the 

management of databases will improve and reduce the possibilities of 

future possible database security breaches. 

 

Keywords— Databases, Cyber security, Shodan, Database Security, 

Internet of Things. 

I. INTRODUCTION 

The advancement in the internet and wireless technologies has also 

lead to the advancement of hackers and online threats and 

vulnerabilities. Every year cyber-attacks against business, nations, 

and NGO’s result in the loss of Billions of dollars. 20 years ago, 

hackers were seen as mysterious intelligent figures who had 

advanced technical knowledge on computers and computer systems. 

These individuals would spend time researching systems and 

vulnerabilities, pioneering modern day black hat and white hat 

hacking. Times however have changed since the start of the cyber 

revolution. Hacking has become a much more lucrative field for both 

cyber security professionals and for those who would wish to steal or 

bring harm to an organization. The art of offensive security/hacking 

has grown into an active war into who can discover a vulnerability 

first and either patch it or exploit it. Many hackers today are amateurs 

and hobbyists who can use tools found online to assist the facilitation 

of hacking. Due to the expansion of technology, security 

professionals are constantly assessing the safety of organizations. 

Shodan, a search engine capable of discovering information on 

internet connected devices, is becoming a tool that security 

professionals can use to try to mitigate possible security 

vulnerabilities. This paper contains 5 sections including the 

Introduction. Section II will describe some of the searchable 

databases on Shodan (Riak and MongoDB) and the discovery of 

vulnerable banner information within Shodan. Section III describes 

weaknesses and potential exploits related to Riak and MongoDB, and 

in section IV I describe ways using Shodan and the Shodan API can 

be used by security professionals to help mitigate potential security 

threats to an organization 

II. RELATED WORKS 

Other papers the delve into similar topics include Abnormal 

Behavior-Based Detection of Shodan and Censys-Like Scanning-

2017, Analyzing Internet-connected industrial equipment-2018, and a 
Research on the Vulnerabilities of PLC using Search Engine-2019 

III. DATABASES 

A. Databases on Shodan 

There are numerous database that are contained within Shodan. 

This includes relational database management systems (RDBMS) 

like MySQL, object relational database management systems 

(ORDBMS) like PostgreSQL, and non-relational models for storing 

data (NoSQL) like MongoDB. Newer NoSQL databases have been 

known to have possible security vulnerabilities and MongoDB is no 

exception. 

 

 
Fig. 1. MongoDB Basic Use Description 

 

MongoDB has an especially vulnerable history when in 

comparison to other databases. Historically, MongoDB listened on 

public network interfaces which resulted in numerous MongoDB 
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users unknowingly making their data viewable to anyone on the 

internet. Vulnerabilities that are related to databases are incredibly 

crucial to organizational security and can lead to disastrous 

consequences if not properly secured. Every kind of database, 

relational or non-relational is used to assist in the storing and retrieval 

of information. As computer systems improved and organizations 

grew, the use of databases has become common for every major 

business and organization on the planet. Due to the growth of 

businesses, databases have also increased in the amount of assets that 

they contain. A Riak server for instance can be astronomically useful 

with its fault tolerance, operational simplicity, low cost and its 

incredibly easy scalability. However, the appeal of Riak, MongoDB 

and other open-source database, has led to the threat of hackers 

attacking these databases to gain information on assets as to either 

cripple a business, or ruin the image of an organization. By using 

Shodan, one can immediately get information on websites that are 

using specified databases. This can be a useful tool for security 

professionals to check that their databases are secure but can also be 

used by attackers to scan for potential targets. 

B. Shodan 

 
Fig. 2. Shodan Dashboard 

 
Shodan is a search engine that searches for devices 

connected to the internet. This however is not just limited to web 

applications and routers. Shodan has the ability to see servers, 

internet of things devices, baby monitors, cameras, industrial controls 

systems and more. Sensitive information can be retrieved by Shodan 

which makes it a very valuable tool for security professionals. 

Shodan was not made by hackers or meant for hackers. It is mainly 

used by security professionals for examining what devices are secure 

and if devices that appear on Shodan need to be secured. Many 

fourteen 500 companies are beginning to see the use of Shodan, and 

it is reported that 89% of fortune 100s use Shodan in some 

compacity. Even though Shodan is meant to be used by professionals, 

that does not deter harmful actors from using the information found 

on Shodan for malicious means. 

Shodan’s development started in 2003 by John Matherly. Matherly 

created an algorithm for a web crawler to constantly be crawling the 

internet for random IPv4 addresses. Creating this algorithm led to a 

rapidly increasing and large database of internet connected devices. 

This ever-increasing database was then publicly released in 2009, 

being marketed as a tool for IT and security professionals to secure 

their systems. 

One of the key components of Shodan’s data collection is the use 

of banner grabbing. A banner is described as metadata about a 

service. Banners usually contain various forms of useful information 

and can differ depending on the type of service. One common use of 

examining banners on Shodan is that banners can tell whether a 

service has authentication disabled. A typical banner can be seen in 

[Fig 3]to the overwhelming number of benign records, however, the 

authors conclude that there are too few attack vectors to be useful to 

an intrusion detection system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Shodan’s capabilities are not just limited to grabbing basic 

banner information. Further data such as open ports, geographic 
locations, host names, operating systems, ISPs, web technologies, 
and more can be contained within a single Shodan result. Ports are 
selected through the algorithm by examining commonly used ports 
and services. Once a banner is intercepted by the Shodan crawler, it 
will continuously be crawled from Shodan to ensure the most up to 
date information is presented in the banner. 

Banner grabbing can also be further used and filtered on Shodan 

to help provide a more focused searched. Some specified banner 

searches can include filtering for a specific ISP, device name, IP, 

and more. Examples of some banner property names can be seen in 

[Fig 4] Another feature of Shodan is the Shodan API and the paid 

for enterprise version of the Shodan API which can improve the use 

of banner grabbing, potentially grabbing thousands of results. 

 

 
Fig. 4. Shodan Banner Filter 

IV. MONGODB AND RIAK VULNEREABILITES 

A. Discovering MongoDB vulnerabilities using Shodan 

MongoDB most commonly uses the port 27017, 27018, and 

27019 by using the filter "Set-Cookie:  mongo-express=" "200 OK"” 

Shodan can filter for MongoDB servers that have open databases 
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Fig. 5. Search result for MongoDB with filter 

 

The results of a single search resulted in, 867 IP addresses that 

are unsecure and using MongoDB. By selecting one of the IP 

addresses retrieved by the Shodan filtered search, more information 

can easily be obtained such as open ports, domains, ISP, and web 

technologies discovered on the result. 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 6. MongoDB Banner 

 

Open databases like these are incredibly harmful to the security 

of an organization. Through one search, I was able to find a database 

susceptible to unauthorized examination. By pasting the IP address of 

the result, I was able to access a MongoDB database management 

webpage which allowed for the examination of some datasets 

contained within the page. 

 

 
Fig. 7. MongoDB Exposed Databases 

 

Selecting the admin database would allow and outside observer 

to examine its contents which could result in the deletion or 

modification of files contained within the database  

B. Discovering Riak vulnerabilities using Shodan 

Common ports that belong to Riak include 8087, and 8089. 

Using a simple search filter “port:8087 riak”, one can find numerous 

applications using Riak as a database. After selecting one of the 

results retrieved by Shodan, one can further examine the output 

information to see if any of the ports are directly connected to the 

Riak service and if it is connected to a webpage. In [Fig 8], while 

examining the 8098 port, it can be seen that a HTTP/ 1.1 200 OK 

request is returned. This information alerts that there is a HTTP page 

connected to this port. Furthermore, the link reference contains 

<admin>, meaning that this database possibly is allowing default 

admin access. When the IP of this result is typed into a URL 

followed by the 8098 port, it directs to a Riak explorer data page. 

 

 

 

 

 

 

 
Fig. 8. Result examining Riak Result Found on Shodan 

 

 
Fig. 9. Riak Cluster Data 

 
Further examination of unauthenticated database allows for one 

to examine resource usage metrics, Throughput metrics, and more. 
Individual nodes details can also be further examined. Node details 
include configuration information, configuration files, and log 
files. This information should always be secured, and it is apparent 
in a situation like this, that a security professional should be 
notified to mitigate this security vulnerability. 

 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
Fig. 9. Riak Cluster configuration 

V. API USAGE FOR SECURITY 

In the examples above it can be seen how Shodan has an 

extremely proficient ability at discovering security vulnerabilities 

contained in databases publicly connected to the internet. This ability 

is not just restrained to databases but can also be used to collect large 

amounts of data quickly and efficiently by using the Shodan API. The 

Shodan API allows for code to be written so that one may query 

Shodan and retrieve specified data. When one physically goes to the 

Shodan webpage, only a small number of results are provided. Even 

if a user purchases the enterprise version of Shodan, examining all 
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the data collected will be incredibly tedious and inefficient. By 

purchasing the enterprise version of Shodan, one can query thousands 

of data entries quickly and output the data in numerous different 

ways. This is one of the main reasons why security professionals are 

starting to use Shodan more often. Security professionals will want to 

check if any of the devices or products from their business or 

organization are appearing on Shodan. If devices from one’s 

organization does appear on Shodan, it would then be the job of the 

security professional to make sure that the information provided by 

Shodan does not show and security threats. Any threats discovered by 

Shodan would be an immediate security issue for the organization 

and could then be addressed with swiftly. 

The benefit of the Shodan API is to easily obtain data that could 

be pertinent to an organization. There are numerous API calls one can 

make to retrieve data from Shodan. One of the easiest ways to collect 

bulk data for an organization would be using the Shodan API to grab 

banner information. As described earlier, banner information can 

include very useful information for security professionals. By 

creating a simple python script, I made the API search Shodan with a 

search filter to grab information from a specific organization that 

contained a certain SSL and ISP. Part of the code can be seen below 

in [Fig. 11]. 

 

 
Fig. 11. Shodan API Code 

 

Although the limit of this API call is set to three, it would be 

common for a security professional to most likely use hundreds of 

API tokens at a time to scan depending on the size of the 

organization. Using the API can then be adjusted to grab banner 

information. Shodan has an extensive banner specification library 

that can be used to retrieve specific objects from the banner. Security 

professionals can use these banner filters to assist in the retrieval of 

wanted data. Cloud providers would most likely use more filters 

related to their needs, while other organizations could filter for 

specified open ports, products, or services. An example of some 

banner specifications for the API can be seen in [Fig.12]. 

 
Fig. 12. Shodan API Banner Filters 

 

After running an API call containing search specifications and 
banner information, the results can be seen in [Fig.13]. This is a 

rather simple API call, however if an organization wanted to use 
Shodan to see if it had any products from its organization that were 
using a specific port, the API could reliably search through the 
Shodan database and find information that matched those 
parameters. 

 
 
 
 
 
 
 
 
 
 
 

Fig. 13. API results 

VI. SHODAN MITIGATION 
 

As can be seen in the experiments above, Shodan can find a 

copious amount of information on devices connected to the internet. 

Using very simple methods, one can find numerous serious security 

vulnerabilities that can cripple the security of an organization very 

quickly. The idea that such a search engine exists can terrify 

businesses, but there are multiple ways one can try to mitigate 

vulnerabilities and Shodan’s ability to discover devices. First, 

limiting devices to local networks will make them not visible on 

Shodan. Most databases and devices do not need to go publically 

online and should be set to share information only with other devices 

on the network. Another way one can decrease the amount of 

information Shodan receives from devices is to edit banner 

information to be as minimal as possible. Banners have the ability to 

be edited and unnecessary and valuable information should be 

removed to limit the amount of information Shodan gathers. 

A simple way to mitigate unauthenticated connections would be 

to make sure all databases require usernames and passwords, and that 

these credentials are not the default credentials provided by the 

system. Shodan can search for services that have default credentials 

such as FTP. It is a best security practice to change credentials, and to 

have a strong password policy for services a nd databases. Another 

way that one can limit the capabilities of Shodan is to use a network 

firewall and create firewall rules to block Shodan scanners. Shodan 

uses an estimate of at least 16 different scanners to keep its indexing 

information updated. Blocking some of these known Shodan scanner 

IPs via firewall rules could assist and organization from having their 

devices discovered on Shodan. 

VII. CONCLUSION 

In this paper, vulnerabilities related to databases and API 

capabilities of Shodan was investigated. As a result of the 

investigation, it was shown that databases such as MongoDB and 

Riak can be incredibly susceptible to unauthorized access which can 

cause dire security issues for an organization. Shodan’s API 

capabilities were also shown to be extremely effective and could 

greatly aide a security professional in gathering bulk data related to 

their organization or search parameters. Mitigation’s techniques were 

then discussed for limiting the capabilities of Shodan and for securing 

database information. The effectiveness of Shodan to discover 

devices connected to the internet is very lucrative and can cause 

discomfort for many organizations. Due to the ever-growing 

evolution of the internet, better security practices must be met to 

reduce the amount of information provided by scanners, and to 

reduce the unauthorized access of databases. 
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