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Abstract— Tanzania is one of the fastest developing countries in the 

East Africa where the uptake of ICTs such as the Internet and mobile 

technologies in Small Businesses has risen sharply in recent years. 

Due to challenges brought by Cyberspace, Small Businesses must 

balance a rapidly evolving cyber threat vista against the need to 

fulfill business needs, more than ever. While discussing the rationale 

of protecting business information, it is therefore essential to review 

literature on common cyberthreats, sources and their impact to Small 

Business, and best practices to protect Small Businesses from Cyber 

attack. For a successful defence against Cyber security risks, the 

paper presents a framework to protect Small Businesses from Cyber 

attacks. 
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I. INTRODUCTION  

Securing cyberspace is one of today‘s major challenges for 

Small Businesses. While Information Technology has led to 

significant advances in interaction and commerce, particularly 

through the use of Internet (Agrafiotis, 2018), it also has 

exposed SMEs and individuals in developing countries to 

online cyberthreats (Kabanda et al., 2018). 

Cyber-criminals increasingly target SMEs (Basie von 

SOLMS, 2015) because these are perceived to have the 

weakest defences (Karen Renaud, 2016). While larger 

companies have resources to address cyber security issues, 

small companies often do not (Berry & Berry, 2018) 

Small and Medium Enterprises sector is crucial in terms of 

economic process in developing economies (Kadchha et al., 

2016). The ―Tanzania Development Vision (TDV) 2025‖ 

highlighted small and medium-sized enterprises (SME) sector 

as one important contributor to the country‘s long-term 

development. In Tanzania, Small businesses are crucial to 

stable and sustainable economic development (United 

Republic of Tanzania Ministry of Industry and Trade, 2012), 

after all it contributes hugely to employment sector as it 

provides equal opportunity to any group in the society to 

participate in economic activities, and self employment. 

There is no common acceptable definition of Small 

Business. The European Commission defines Small Business 

as an enterprise that employ fewer than 50 persons and whose 

annual turnover or annual balance sheet total does not exceed 

EUR 10 million. In Tanzania, Small Business is referred to as 

an enterprise whose number of employees is between 5 -49 

and its Capital Investment in Machinery is above Tanzanian 

Shilling 5million to 200million. (SME Development Policy, 

p.3). 

95% of the businesses in Tanzania are Small and Medium 

Enterprises (SMEs), and they represent about 35% of the 

country‘s GDP, according to the Tanzania Chamber of 

Commerce, Industry and Agriculture (TCCIA). 

SMEs are less concerned with challenges like security, 

privacy and data loss rather; they continue to show optimism 

in using the potential opportunities that cloud computing 

presents to them. (Abubakar et al., 2014) 

According to Michael (2014), One of the biggest challenge 

facing the adoption of technology in business is security, and 

the study conducted by Rohn et al. (2016) revealed that most 

of organizations do not have adequate information controls. 

Further, there is little awareness about what these threats are 

(Gaudenzi and Giorgia, 2017). However there is no doubt that 

all Small Businesses considered cyber security to be important 

(Lewis et al., 2014). 

Cyber is the fifth and new domain of warfare, after land, 

sea, air and space (Tripathi, 2015). While organisations and 

individuals are exploiting its business benefits they need to  

realise that cyberspace confers the same benefits on those who 

wish to attack them (Lagazio et al., 2014), and Small Business 

need to be aware of cyberthreats and establish best practices to 

protect them from Cyber attack in order to prepare them for 

the worst in cyberspace. 

Being aware of cyberthreats can help the Small Business 

protect its money, data and electronic devices. Also customers' 

information, company's banking details, pricing structure, 

future plans, products design and manufacturing processes 

should be protected, as hackers can damage them after gaining 

access to company's network. 

This article surveys the literature with a view to elucidate 

common cyberthreats, cyberthreats sources and their impact to 

Small Business, the rationale of protecting business 

information and best practices to protect Small Businesses 

from Cyber attack. 

Common Cyber Threats to Small Businesses 

Cyber threat is defined as any ―possibility of a malicious 

attempt to damage or disrupt a computer network or system‖ 

(Tarja and Martti, 2017). The U.S. Chamber of Commerce 

identifies the Common threats to business information which 

are hacking and malware, lost or stolen physical storage 

media, insider threat and human error, accidents and natural 

disasters. These threats are dangerous to all businesses 

including Small Business. 

Other common threats to Small Businesses include 

ransomware, viruses and worms, phishing, trojan, spyware, 
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cookies, Denial of Service, Business Email Compromise and 

cryptocurrency mining 

Source of Cyber Threats to Small Businesses 

Most security professionals would agree that the famous 

WWII idiom ―loose lips sink ships‖ still holds true and that 

people are the main cybersecurity threat (Paulsen, 2016). The 

human element forms the core of cyber-attack and is the 

weakest link (Venkatachary et al, 2017, Bernik, 2016) which 

may be linked with lack of training and knowledge on cyber 

crimes (Agrafiotis et al, 2018, Robert & Wolfe, 2015). Little 

awareness about cyber threats and security are also sources of 

an attack (Gaudenzi and Giorgia, 2017, Alotaibi et al, 2016).  

Other sources of Cyber threats include spending more time 

on other business matters and less on IT security and using old 

version systems without updating (Robert & Wolfe, 2015).  

Weaker practices such as creating easy passwords is also 

considered to be one of the sources of cyber attacks. (Alotaibi 

et al, 2016) 

The Impact of Cyber threats to Small Businesses 

The new digital age has made  Cyber-attacks present a 

growing threat to businesses. It is of this concern that Small 

Businesses be aware of this type of attack by getting the right 

information to stay protected.  

According to Score Association (2020), 60% of small 

businesses that fall victim to an attack shut down within six 

months after the breach. While that may be the most 

devastating result of the attack, there are other consequences 

that a business could experience, including, financial losses 

from theft of banking information  and disruption of business, 

high costs to rid the network of threats, and damage to 

company's reputation after telling customers their information 

was compromised. 

A cyberattack can significantly impact a business. In fact, 

people feel ‗confusion, discomfort, frustration‘ and ‗worry‘ 

(Agrafiotis et al., 2018), and can also affect consumer 

confidence and the perceptions of the way Consumers shop 

online (Das & Nayak, 2013) 

Best Practices to protect Small Business from Attacks 

As long as it is a small business, it is vulnerable to 

cyberattacks. Fortunately, there are steps that can be followed 

to protect the business from cyberattacks. 

To keep up with today‘s evolving threats in cyberspace, 

investing in technology is a crucial step in any security 

strategy (Bunker, 2020), but taking a cautious, responsible and 

long-term approach to cyber security, combined with an 

emphasis on firm-wide education is the most sustainable ways 

to a cyber security strategy in an organisation of any size. 

As stated by Venkatachary et al, (2017) Careful strategies 

are required to mitigate the impacts of threats in the form of 

cyber-attack. According to Sampaio and Bernardino (2017), to 

control the traffic denying access to any malicious program, 

Firewall host-based offer the best support. As per their 

evaluation pfSense and ModSecurity are proposed to be the 

first line of defence as pfSense is the most complete open 

source firewall available in the market, and ModSecurity is 

clearly the best open source system of Web Application 

Firewall available with its superior number of features and 

capacities. 

Barrett (2018) suggests a Cybersecurity framework which 

consists of standards, guidelines and best practices to manage 

cybersecurity-related risk, to promote the protection and 

resilience of different sectors important to economy. The 

Framework helps organizations understand their cybersecurity 

threats, reduce the risks with customized measures, and  

respond to and recover from cybersecurity incidents, 

prompting them to analyze root causes and consider how they 

can make improvements.  

 
Figure 1: Cybersecurity framework (Barrett , 2018) 

 

The U. S. Small Business Administration also provides 

Cybersecurity best practices for securing Small Business. 

Figure 2 below provides a brief summary of these practices 

 
Cybersecurity best practices for securing small businesses 

o Train your employees 

o Use antivirus software and keep it updated 

o Secure your networks using firewall and encryption information 
o Use strong passwords 

o Multifactor authentication 

o Back up your data 
o Secure payment processing 

o Control physical access 

Figure 2: Cybersecurity best practices for securing Small Business. (U.S. 

Small Business Administration, 2020) 
 

Areas of Defence against Cyberthreats 

There are two areas of defence against cyberthreats: the 

users and electronic devices. According to Score Association 

(2020) the best practices to keep the business safe is to create 

policies by incorporating the following cybersecurity 

practices. Table 1 and 2 below summarize the cybersecurity 

practices to keep the business safe. 

Cybersecurity framework for Small Businesses  

Small Businesses are thriving to obtain a maximum 

security for their systems, that‘s why a framework for securing 

Small Businesses in Tanzania is suggested. The framework in 

figure 3 below identifies general steps to be used in order to 

secure small business against cyberthreats. First assess 

organizational environment to identify common cyberthreats 

sources to your business and the ability of the organisation to 

deal with them cyberthreats. Second identify and define 

strategies for preventing and detecting cyberthreats, then train 

the users (employees) on how to prevent and detect 

cybertheats.  
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Table 1: Best practices for user security 

Passwords 

o Use a different password for every account or website.  

o Change passwords frequently—every quarter, and use long, complex passwords.  
o Don‘t store passwords in an obvious place like a Post-it note on computer monitor or under the keyboard.  

o Don‘t share the same password among users or tell others your password. 

Email Security 

o Look for obvious grammar and spelling mistakes 

o Examine the email sender‘s address to make sure it‘s correct.  
o Verify before responding to an email request for sensitive data.  

o Prohibit employees from opening outside email attachments. 
o Regular phishing awareness training is vital 

o Use email encryption when sending sensitive data 

Online Safety 

o When logging onto websites—especially for sensitive purpose, such as accessing bank accounts— use two-factor authentication for an 

extra layer of security. 
o Verify links. Be careful of links in texts or emails, even if they seem to be from someone you trust.  

o Minimize use of cloud file-sharing. Be judicious about what you share with others on sites such as Dropbox and Google Drive.  

o Never share customer information, intellectual property information or other core business data online..  
o In general, don‘t overshare online—with anyone 

Outside the Office 

o Be cautious using public Wi-Fi as many networks are unsecured, meaning usernames, passwords, or files that you upload or download can 

be captured by crooks.  
o Keep work conversations private. 

o Restrict remote access to your business network to only necessary users.  

o Close RDP ports and enforce VPN use 

Best practices for user security (1Score Association, 2020) 
 

Table 2: Best practices for device security 

Computers and 

Servers 

o Choose a centrally-managed, business-grade antivirus (AV) security solution so you can monitor all the devices on your network, restrict 
user access and enforce security policies. Consumer-grade products don‘t provide enough protection  

o Implement multiple layers of protection. Installing AV software on your computers alone isn‘t enough. Look for an all-in-one cloud 

solution that provides endpoint, web security and email protection. 
o Isolate payment systems. Separate your point-of-sale systems or credit card readers from the rest of your network by putting them on a 

separate network or firewall.  

o Restrict both physical and digital access to servers. All it takes is one malicious employee to wreak havoc.  
o Require two-factor authentication to log onto servers.  

o Update software, hardware and firmware regularly; set updates to install automatically. 

All devices 

Whatever device people are using be sure to:  
o Change default username /password.  

o Disable remote management  

o Restrict access to specific addresses.  
o Require two-factor authentication.  

o Update device software and firmware regularly 

Mobile Devices 

o Enforce passwords or passcodes on devices.  

o Take advantage of biometric identification technology if available; it‘s more secure than using a password.  
o Install security software on devices and other network connected devices like printers and copiers, etc.  

Wireless Routers 
o Use a separate Wi-Fi network for guests.  

o Enable encryption using (WPA2). 

Best practices for device security (Score Association, 2020) 
 

 

 
 

 

 
 

 

 
 

 

 
 

 
 

 

 
 

 

 
 

 

 
Figure 3: Cybersecurity framework for Small Businesses in Tanzania 
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After training employees secure networks, all electronic 

devices, organizational data and customer information using 

appropriate measures and affordable to the organisation, then 

train every employee in the organisation on how to detect a 

vulnerable network and an infected device. The final stage is 

to backup organisational data and customer information in 

case of any cyberattack, organisational data and customer 

information can be recovered. 

II. CONCLUSION 

Due to limited financial situation in Small Businesses in 

developing countries like Tanzania, to eliminate or at least to 

mitigate the harm of the most common threats, the Small 

Businesses should design a security plan based on free and 

open source software such as antivirus software and web 

application firewall systems.  

Regularly Train and communicate to employees on how to 

avoid phishing scams by showing them the common ways 

attackers can infect electronic devices with malware. Also 

teach employees how to spot and protect against cyberthreats. 

Install latest security software and updates, and set them 

update automatically on the network. Report the scam to the 

authority when spotted. 

If hackers are impersonating the business, notify the 

customers as soon as possible by reminding them not to share 

any personal information through email or text. If it happens 

the customer data was stolen help to get a recovery plan. 
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