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Abstract— Eprocurement is a web-based application that is used for
processing goods and services in one of social security company.
Security in applications is certainly the main thing because
organizational data must be kept confidential. On the other hand, this
application can be accessed via internet.

ISO 27001 A12.6 Control Objective (Technical Vulnerability
Management) states that "information about the technical
vulnerability of the information system used must be obtained in a
timely manner, the organization's exposure to the vulnerability is
evaluated and appropriate actions taken to address the associated
risks". One attempt to evaluate the security of a system is by doing
penetration testing. Penetration testing helps identify vulnerability
gaps and provides details about vulnerabilities or threats that exist
on the system, and provides guidance on how to overcome them.
Therefore in this study an analysis and penetration testing of the
eprocurement application for SQL Injection was carried out using
the blackbox method.

From the test results will get eprocurement application
vulnerabilities along with recommendations for handling sql
injection.

Keywords— Eprocurement Application, SQL Injection, Blackbox
Testing.

. INTRODUCTION

E-procurement application is a web-based application that is
used for processing goods and services in the procurement
process. There are two E-procurement applications in this
institution, namely Internal and External. Internal is used for
employees and private using VPN (Virtual Private Network).
External is used by third parties as vendors and public
(accessible via internet). In operation, there are many
obstacles related to data inconsistencies such as eprocurement
application login accounts that contain a lot of space, causing
errors on the application side. Security in external E-
procurement application is of course the main thing, because
there are organizational data that must be kept confidential.
ISO 27001 Control Objective A12.6 (Technical
Vulnerability Management) states that “information about the
technical vulnerabilities of the information system used must
be obtained in a timely manner, the organization's exposure to
the vulnerability is evaluated and appropriate action is taken to
address related risks". Penetration testing helps identify
vulnerability gaps and provides details about vulnerability
gaps or threats that are present in the system, as well as
providing guidance on how to overcome them. On the other
hand based on information from the OWASP (Open Web
Application Security Project) which has been recorded since
2003 various types of hacking attacks, where SQL Injection
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attacks are still ranked first as the most frequent hacking
attacks [11].

In the previous research, Adamu Bin Ibrahim was
conducted in 2018 with the title "Penetration Testing Using
SQL Injection to Recognize the Vulnerability Point on Web
Pages™ which is explained the penetration testing stage to
obtain security holes in a web application [1]. In this study
will do analysis and penetration testing of the eprocurement
application system for SQL Injection using the blackbox
method.

1.1 Eprocurement Application

The following is an illustration of the external and internal
server eprocurement application architecture used as research
objects.
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Fig. 1.1 Architecture Eprocurement Application

1.2 Security System

System security is closely related to several parts ranging
from network, database, and application. How good is the
security of a system can be known by conducting penetration
testing which is a security testing activity on a system that
aims to simulate how an anonymous user can control the
network, system or database.

The following are 3 types of penetration testing methods
[2]:

1. Black Box

It is assumed the tester does not know the infrastructure of
the target pentest. Thus in this black box test the tester must
try to dig up from the beginning all the information needed
then conduct an analysis and determine the type of attack to be
carried out.

2. White Box

In the White box testing the opposite occurs, the tester
knows all the information needed to perform the pentest
3. Gray Box

It’s a combination of black box and white box conditions.

Muhammad Rizal Efendi and Novrina, “Analysis and Penetration Testing Eprocurement Application with SQL Injection,” International
Research Journal of Advanced Engineering and Science, Volume 4, Issue 3, pp. 366-368, 2019.



1.3 SQL Injection

SQL Injection is a technique that exploits a web
application using data provided or inserted in an SQL query
[12]. The way it works is by entering SQL queries or
commands as possible inputs via web pages. Where web pages
take parameters from the user, then make an SQL query into
the database. One of them is on the user login page, where on
the web page will make an SQL query to the database to check
the correct username and password
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Fig. 1.2 Ilustration SQL Injection

Based on information from the OWASP (Open Web
Application Security Project), it has been averaging since
2003 various types of hacking attacks. Where SQL Injection is
still ranked first as the most frequent hacking attacks carried
out [11]. Even today, OWASP has released the latest edition
of OWASP TOP 10 2017.

OWASP Top 10 2013 + OWASP Top 10 2017
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v ~a = ::.?-}ﬂ’ Logging & [NEW

Fig. 1.3 OWASP Top 10

The method used in penetration testing is Blackbox in
accordance with OWASP Web Application Penetration
Testing v4 [11]. The target of penetration testing is an external
E-Procurement Web Application. The following stages are
carried out in testing.

METHODOLOGY
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Fig. 2.1 Step of Penetration Testing

2.1 Information Gathering

The initial step in the penetration testing process is to carry
out Information Gathering, which is looking for information
related to the Web Application Procurement that is used as a
supporting factor in searching for application security
vulnerable points.

The following is some information about the E-
Procurement Web application that is carried out during the
information gathering phase which is used by nmap tools in
searching information.

1. Determine the location of the application based on IP
address or domain
The process of identifying the location of the ip address is
needed to trace where the location so that it can help
identification to carry out penetration testing web
application Eprocurement.
Get WHOIS information
WHOIS is a service that is used to identify domain names
in the form of names and contact information of domain
registrants, date of registration, server name, email
address, validity period and other important information.
Get port information and services used
Used to find out which ports are open and what services
are used on the Eprocurement application. So that attacks
can be carried out through open ports
Obtain firewall information used
Used to determine whether the e-procurement application
side controls and regulates network traffic if there is a
firewall.

2.2 Vulnerability Analysis

In the vulnerability analysis process, the acunetix scanner
11.0 trial version is used to determine the vulnerable points of
the Eprocurement web application by scanning thoroughly.
From the scanning process, a vulnerability point will be
obtained which will then be followed up at a later stage,
especially against SQL Injection.

Muhammad Rizal Efendi and Novrina, “Analysis and Penetration Testing Eprocurement Application with SQL Injection,” International
Research Journal of Advanced Engineering and Science, Volume 4, Issue 3, pp. 366-368, 2019.



2.3 Vulnerability Exploit
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Fig. 2.2 Step of Vulnerability Exploit

This stage is the process of exploitation with SQL
Injection. Which is done via the login input form from the
Epocurement application. In the exploit process sglmap is
used to test. But before it is done through sglmap, an
experiment is carried out manually through the input form
contained in the Eprocurement application in order to find out
the characters of the sgl can be injected on the input form of
the Eprocurement application.
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Fig. 2.3 Form input Login

SQL Injection can’t only be done on the input form, but
can also be done via URL injection. The URL can be modified
to obtain the expected response. Requests from users can be
obtained by the POST and GET methods. The type of request
sent via the URL is called the GET method, which allows the
user to see the data sent. For example
localhost/testing_php/?Page=news&cat=Programming&id_ne
ws=1, the question mark contained in the URL means that
what comes after the question mark is the parameter and the
request value sent. This request can be a parameter that will be
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combined with a query such as when a user sends a request to
an input form using the POST method. It also provides an
opportunity for the user to manipulate the database by adding
certain characters or inserting query statements in the URL, so
that operations that can’t be carried out by unauthorized users.
However, sending requests with the GET method provides a
greater chance of security loopholes compared to the POST
method, because the user can see the desired data and modify
requests sent in such a way that can get the information in the
database.

After manual testing, then using sqlmap to try all the
possibilities that occur that become the vulnerability point of
the Eprocurement web application.
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