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Abstract—In recent years, several encryption algorithms have been 

proposed to protect digital images from all types of attack, including 

statistical and brute force attacks. Encryption is a method to protect 

data against destruction by involving special algorithm and keys to 

transform digital data into unreadable format before transmission 

over the network. The decryption keys are used to get the original 

digital data back from the transmitted encrypted data form. RSA 

provide a good level of security but the size of encryption key is a big 

problem. ECC is a better alternative for public key encryption. In this 

paper, a new image encryption scheme based ECC using Rubik’s 

cube is discussed. The original image is divided into six sub-images 

and these sub-images are divided amongst a number of blocks and 

attached to the faces of a Magic Cube. The faces are then scrambled 

using rotation of the Magic Cube. For simulation Matlab software is 

used. The results demonstrate that the proposed scheme have 

adequate security for the confidentiality of digital image.  
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I. INTRODUCTION  

The security of images is of particular interest in this paper. 

Cryptography is a method of storing and transmitting data in a 

secured form so that only intended user can read and process 

it. It involves encryption and decryption of messages. 

Encryption is the process of converting a plain text into cipher 

text and decryption is the process of getting back the original 

message from the encrypted text. Cryptography is used to 

protect e-mail messages, credit card information etc. 

Cryptography provides confidentiality, authentication, 

Integrity and non-repudiation.  

Elliptic curves are algebraic curves which have been 

studied by many mathematicians for a long time. In 1985, 

Neal Koblitz and Victor Miller independently proposed the 

public key cryptosystems using elliptic curve [1, 2]. Since 

then, many researchers have spent years studying the strength 

of ECC and improving techniques for its implementation. The 

main attraction of ECC is that it can provide better 

performance and security for small key size, in comparison of 

RSA cryptosystem. In ECC a 160-bit key provides the same 

security as compared to the traditional crypto system RSA 

with a 1024-bit key, thus in this way it can reduced 

computational cost or processing cost. The security of ECC 

depends on the difficulty of elliptic curve discrete logarithm 

problem. In fact for a given two points on E(K), it is 

computationally infeasible to solve the corresponding elliptic 

curve discrete logarithm problem. ECC is not easy to 

understand by attackers. So provides better security through 

insecure channels. 

Digital images are an attractive data type that offers a 

widespread range of use. Any users are interested in 

implementing content protection methods to their images [3], 

[4]. In recent years, several image encryption methods have 

been proposed to secure multimedia information before 

transmission over unsecure channels [5-7]. ECC is a better 

method to transmit the image securely. In the literature, 

several Image encryption algorithms have been proposed [8], 

[9]. In [10], the authors have studied application of elliptic 

curves over finite fields for traditional key exchange and 

encryption of text. It has implemented the proposed scheme 

for encryption of images. In [11], the authors provide a novel 

image encryption algorithm based on Rubik‟s cube principle. 

The original image is scrambled using the principle of Rubik‟s 

cube. Then, XOR operator is applied to rows and columns of 

the scrambled image using two secret keys. In [12], the author 

uses the concept of Rubik's Cube to enhance the security of 

elliptic curve cryptosystem to protect Text message. In this 

paper, we attempt to extend this approach to secure digital 

images using data matrix. This approach will boost the 

security of the cryptosystem using scrambling process based 

on Rubik's Cube principle. The remaining of this paper is 

organized as follows. Section 2 gives some background 

information about the elliptic curve and Rubik‟s cube. Section 

3 describes the proposed image encryption algorithm based on 

Rubik‟s cube principle. Experimental results are discussed in 

Section 4. Finally, we conclude in Section 5. 

II. BACKGROUND INFORMATION  

A. Elliptic Curve Cryptosystem 

An elliptic curve E over a field K can be described as the 

subset of KK satisfying the weirstrass equation: 

y
2
+a1xy+a3y=x

3
+a2x

2
+a4x+a6 

given as 

E={(x,y): y
2
+a1xy+a3y=x

3
+a2x

2
+a4x+a6} 

For a given aiK, along with another special point at 

infinity (denoted by ). The importance of elliptic curve stems 

from their rich structure, there is a rather simple addition law 

definable on elliptic curves which make them into a finite 

abelian group. The basic operations on elliptic curves are 

addition and doubling. A scalar multiplication with a point can 

be represented as a combination of addition operations. 

For cryptographic propose it is sufficient to limit to non-

singular elliptic curve defined by the equation of the form 
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2
=x

3
+ax+b over a finite field noted GF(p), here p>3 is prime 

and a,bGF(p). The condition 

4a
2
+27b

3
0 

Implies that the curve has no “singular points”, the set of 

all elliptic curve points is denoted by Ep(a, b) and defined as 

Ep(a, b)= {(x,y): y
2
=x

3
+ax+b mod p} 

together with the point at infinity, denoted O. 

The basic operations on elliptic curves are addition and 

doubling [13].  

Addition operation for two points P and Q over an elliptic 

group is given by specific rules indicated below: 

P+Q = R(x3,y3);  x3=t
2
 - x1- x2 

y3= t(x3 - x1) - y1 

where 

   (y1-y2)/(x1-x2)   if PQ 

    t= 

   (3
2

1x +a)/(2y1) if P=Q 

 

A scalar multiplication with a point can be represented as a 

combination of addition operations. Multiplication kP over an 

elliptic group is computed by repeating the addition operation 

k times. The strength of an ECC cryptosystem depends on the 

difficulty of finding the number of times; P is added to itself to 

get Q. This reverse operation is known as the Elliptic Curve 

Discrete Logarithm Problem (ECDLP) and is exploited in 

cryptography. For more details on the theory of elliptic curves, 

we refer interested reader to [14], [15]. 

B. Rubik’s Cube 

A Rubik„s cube is built from 26 cubies, each able to make 

restricted rotations about a core of Rubik„s cube. A face of 

Rubik„s cube is a side as shown in Figure 1.  

 

 

 
Fig 1. Rubik‟s cube. 

 

Each face is divided into 9 facelets, where each of the 9 

facelets is part of a distinct cubie. The cube was used in 

cryptography by writing and jumbling the message on the 

cube. It was very new technique in cryptography and it has 

given rise to further new suggested techniques. Many 

cryptography solutions have been implemented that use a cube 

[16]. Rubik‟s Cube‟s complexity is gives by the large number 

of permutations. In this work, we extended this structure to 

scramble the encrypted Image. 

III. PROPOSED METHOD  

In this section, we combine image processing based ECC 

with the scrambling technique using Rubik‟s cube. The main 

idea is that an image can be encrypted and scrambled by 

rotating the faces (sub-images) of the magic cube. This 

process generates a good disordering of the image.  

Every image consists of pixels. In grayscale images, each 

pixel has an 8-bit value of between 0 and 255. A pixel in color 

images is represented by 3 octet values separately; indicate the 

Red, Green and Blue intensity. To encrypt an image using 

ECC, each pixel should be mapped to a point on a predefined 

elliptic curve [17]. The architecture of the image encryption 

process using the proposed algorithm is shown in Figure 2. 

 

 
Fig. 2. Flowchart of the image encryption process. 

A. Encryption Process 

Input: Plain image 

Output: Encrypted image 

Step 1. Load the original image to be encrypted and resize the 

image such that can be divided into six sub-images.  

Step 2. Imbed each pixel into point on the elliptic curve and 

arrange the mapping points into data matrix PM. 

Step 3. Choose a random number and compute secure key K1.  

Step 4. Generate a key matrix KM=(kij), which are referred to 

as session keys. 

Step 5. Encrypt the mapping points using ECC technique 

based on matrix approach. Then, arrange the result points into 

six sub-matrices.  
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Step 6. Map the six sub-matrices on the six faces of a magic 

cube (Up (U), Front (F), Right (R), Left (L), Down (D) and 

Back (B).  

Step 7. By rotating the rows and the columns of data matrix, 

the cipher text can be scrambled.  The value of b is verified: if 

b=1, row transformation is applied on the sub-matrices that are 

attached to the faces of the magic cube F, U, B, D. If b=0, 

column transformation is to applied the sub-matrices that are 

attached to the faces of the magic cube F, R, B, L. 

Step 8. Repeat step 7 for m of times. 

Step 9. Then the encrypted image is created and sends it to the 

receiver. 

B. Decryption Process 

At the receiver side, the original image can be retrieved by 

an inverse of the scrambling process followed by ECC 

decryption. The encrypted image is divided into same sub 

matrices. First, apply a reversal of scrambling process to 

unscramble the encrypted points using Rubik„s cube.  Then, 

cryptographic key is used for ECC decryption to decrypt the 

result image.  

IV. SIMULATION AND RESULT 

The proposed algorithm implemented and analyzed by 

Matlab programming language [18]. The proposed technique 

is tested on Matlab R2015a (Figure 3), to justify the 

effectiveness of the proposed algorithm with caramen image is 

taken as input image. The results of application of our 

algorithm on caramen image are given in Figures (Figure 4, 

Figure 5, Figure 6, Figure 7). 

 

 
Fig. 3. Matlab software.  

 

 
Fig. 4. Input plain image.  

 
Fig. 5. Encrypted image generated. 

 

The decryption algorithm perfectly recovers the original image 

as shown below: 

 

 
Fig. 6. Decrypted image of “Caramen image”.  

 

 
Fig. 7. Histogram of original image and encrypted image. 

 

Experiments using the proposed method resulted in a 

significantly different encrypted image and uniform 

histogram, as shown in the Figure 6 and Figure 7. It can be 

easily seen that ECC encrypts the image so well that nobody 

can recover the image without possession of keys. The 

security offered by this proposed cryptosystem, lies in the 

generation of key matrix with entries on the elliptic curve. For 

attacking this cryptosystem, we should know the random point 

and we should know the private key. ECC‟s strength lies in 

solving the discrete logarithm problem for elliptic curves [19]. 

The experimental results show that the algorithm possesses 

high security and a large key space. Furthermore, a robust 

cipher image should has a uniform frequency distribution [20]. 

From Figure 7, it is obvious that the histogram of cipher-

image is uniform and significantly different from the 

histogram of the original image. Hence it does not provide any 

statistical attacks to the algorithm. 
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V. CONCLUSION 

Image encryption algorithms based ECC are employed 

nowadays because of their better security and performance 

aspects. In this paper, a novel image encryption scheme is 

proposed. During encryption, the scrambling was performed 

using Rubik‟s cube principle. The experimental results show 

that the newly proposed image encryption scheme can achieve 

good encryption and can resist any cryptanalytic attacks. 

In future, we can improve this method by reducing the 

length of secure key using compression technique. 

Furthermore, new modifications can be added on to the 

proposed system for making excellent multimedia 

applications.  
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