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Abstract— In order to control and detect Botnets more effectively, 

combined the characteristics of social network with P2P network, we 

proposes a new Botnet that combines the characteristics of social 

network with P2P network and uses microblog to replace the role of 

traditional Botnet command server. Firstly, we conduct a thorough 

research on the command and control mechanisms. The nodes in 

Botnet are categorized as conmmon nodes and super nodes. They 

have different functionalities respectively; Secondly, the topology of 

Botnet and the encryption mechanism of command propagation are 

studied. We also proposee a dynamic generation algorithm for micro-

blog, and usee hard coded method to integrate it in the zombie nodes. 

The public key and symmetric key encryption algorithms are both 

used in the communication. When the attackers distribute commands, 

they use public key encryption. When super nodes and conmmon 

nodes forward commands, they use symmetric key, which will 

improve invisibility of botnet communication; Finally, we evaluate 

this botnet from efficiency, robustness and covert communication. We 

conclude that the efficiency and diameter of the botnet are 

proportional, and the robustness mainly rely on the size of the list of 

neighbor nodes of the super nodes. The communication concealment 

is based on the amount of communication in the process of sending a 

command. 

 

Keywords— Botnet, P2P, Social network, Super nodes, Command 

and Control. 

I. INTRODUCTION  

Botnets is a universal computing platform that can be remotely 

controlled by attackers through the construction of several 

non-cooperative user terminals in the network [1]. Attackers 

control multiple user terminals by command and control 

channel to carry out malicious activities, such as distributed 

denial of service (DDoS), spam, stealing sensitive 

information, which will cause a great threat to network 

security.  

According to the basic principle of Botnet communication, 

we design a P2P botnet command and control model based on 

social network. In this paper, we use micro-blog to issue 

command, combining with anti-single point failure 

characteristics of the P2P network. When nodes of botnet is 

missing or  shut down, the botnet that has strong robustness 

can communicate well. Finally, simulation analysis for the 

robustness and efficiency of the botnet was done. Through the 

analysis of the results, we can see that when the number of 

nodes is fixed, robustness of the entire botnet increases as the 

average degree of nodes increases and the efficiency increases 

as the nodes access cycle shrinks.  

II. BACKGROUND AND RELATED WORK  

Traditional botnets are classified into IRC botnet, HTTP 

botnet and P2P botnet according to their control and command 

mechanisms. In the P2P botnet, relationship between the 

nodes is equal. It effectively overcomes the problem of single 

point failure. So P2P botnet has better robustness and secrecy. 

In [1], the author gave  us the definition of botnet , key 

indicators, and characteristics. As the same time, it classified 

the botnets, and studied the propagation model and defense 

model. In [2], it proposed a new P2P Botnet, and the 

command and control channel were studied in detail. Finally, 

the botnet is simulated on three aspects, including robustness, 

efficiency and effectiveness. In my previous research [3], a 

botnet based on P2P is designed, which increased the 

robustness and concealment by using the P2P communication 

mode in the super nodes layer.  

Recent years, with the development of social networks, 

botnets based on social networks are becoming popular. 

Koobface [4] is one of the most active botnets based on social 

networks. It can use Facebook, Myspace and many other 

social networks as its command control channel. Nazbot5 and 

Twebot6 are two botnets using Twitter as their command 

control channels. Stegobot [5] combines data steganography 

with the command process. It communicate by means of 

hiding information in pictures and distribute it via social 

networks. ASP2P [6] botnet adopts the communication 

mechanism of social network and P2P. It divided botnet nodes 

into two types: Servent bot, and Client bot. On the Servent bot 

layer, the P2P communication mechanism is used.  

Social networks are widely used in China. Such as Renren, 

Post Bar, QQ space and Sina Micro-blog. In the morning of 

May 12, 2016, Sina micro-blog monthly active users reached 

261 million. There are three important reasons for selecting 

micro-blog as the command control channel. First, the number 

of users is relatively large and Sina micro-blog is widely used. 

Secondly, users can read micro-blog content from other users 

without logging in. Third, Sina micro-blog has released its two 

development interface, facilitating the operation of botnet 

nodes through opening API.  

The differences between the social botnet in this paper and 

other social botnets are mainly embodied in the following 

aspects: 

Not every botnet node has a micro-blog account alone. 

Only the controller registers a micro-blog account and issues 

the command content through the account.  

The controller and the botnet nodes use the same algorithm 

to generate the micro-blog account. The controller registers 

the account via an anonymous network. The botnet nodes read 

encrypted commands from the micro-blog through an open 

network.  

Not every botnet node regularly requests content from the 

micro-blog account. Only super nodes query it according to 

fixed cycles.  
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Command transfers between super nodes are carried out 

through the P2P network. Common nodes get commands 

through the super nodes.  

The botnet designed in this paper has a complete 

encryption mechanism. The controller issues an command 

through the micro-blog account that is encrypted by public 

key. Command transferred between botnet nodes are 

encrypted by symmetric keys.  

III. COMMAND CONTROL CHANNEL DESIGN  

Command and Control is the most critical link of Botnet 

communication, referred to as C&C. The topology of the 

entire botnet, classification of nodes, encryption and 

decryption mechanism, nodes state transition, command 

transfer format, and so on all need to be implemented in the 

command control channel design.  

A. Design of C&C Communication Protocol 

The botnet designed in this paper replaces the command 

server with random micro-blog. It greatly improves the 

concealment of the entire botnet command sending. It is 

difficult to trace the origin. The previous design of the botnet 

divided nodes into two categories, super nodes and common 

nodes.  

The common nodes get the command process as shown. 

The common nodes select its member request in the list of the 

super nodes first when it gets the command, if all the super 

nodes cannot connect, it would obtain it from the designated 

micro-blog using the micro-blog algorithm. This method 

prevents all botnet nodes from accessing one or more micro-

blog addresses and increase the invisibility.  

The type of command of botnets can be divided into two 

categories. One kind of them needs feedback. For example, it 

needs a botnet to send back the collected word files or a 

keystroke record. This command requires additional feedback 

addresses (temporary mailbox, FTP server, seed) after the 

command signature; The other kind does not need feedback. 

For example, DDoS attack. The botnet nodes get the command 

and perform attack at the specified time, or downloads the 

update command and downloads the function module or the 

main update module on the specified server. For commands 

with feedback information, the function modules can be 

published online in BT mode, and then generated short 

addresses. Then, it will be encrypted and released in micro-

blog. In the whole process, the short address generation and 

the release of function modules are realized by the third party 

platform, so as to reduce the possibility of traceability.  
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Fig. 1. Flow chart of common nodes request command. 

 

The process of super nodes getting the command as 

shown. The super nodes not only have the function of getting 

commands from micro-blog, but also undertakes the 

responsibility of getting the command request from the 

common nodes and the function of forwarding the command 

to other super nodes. Therefore, in the process of nodes 

selection, there are more requirements, such as fixed IP, open 

ports, online time, configuration and so on.  

When the super nodes get the command, it gets 

preferentially from the random micro-blog address. If it 

receives the commands forwarded by other super nodes within 

a given time, it can be in a sleep state and wait for the next 

time to get a command. The process of downloading function 

module after the obtained command of super nodes is the 

same as the common nodes.  
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Fig. 2. Flow chart of super nodes request command. 

B. Topological Structure 

This paper designs a P2P botnet based on social network, 
which uses the multi-layer command communication 
mechanism that the controllers send command anonymously 
and the botnet nodes requests command actively. When a 
controller needs to send a command, it uses the microblogging 
generation algorithm prepackaged, and uses time as the seed 
to generate the day's weibo account, and registering it by the 
anonymous network. And then their encrypted command will 
be released into the accounts.  
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The super nodes use the communication mechanism of 

P2P. It uses the same micro-blog name generation algorithm 

and generates the same micro-blog name as the controller. At 

the same time, it takes the initiative to obtain the encryption 

command from a micro-blog account through the HTTP 

request. Thus, the micro-blog accounts that every time 

controllers send a command and the botnet nodes request are 

not immutable. It increases the difficulty of tracking and 

tracking the entire botnet by the defender and will make up for 

the lack of command servers in the P2P botnet model [3], 

which was proposed previously. The super nodes forward the 

command after they get the command. The forwarding, 

encryption and decryption mechanisms of nodes are described 

in detail in the next section.  
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Fig. 3. Botnet topology. 

C. Communication Encryption Mechanism 

The controller generates a pair of keys through the RSA 

algorithm. PuK is the public key and PrK is the private key. 

PuK is encapsulated in the botnet by hard coding. The 

controllers and the botnet nodes have the same micro-blog 

account generation algorithm, which takes the date as seed and 

generates an account.  
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Fig. 4. Botnet communication encryption mechanism. 

1. The controller encrypts command by PrK and issues it to 

micro-blog.  

2. Super nodes to obtain the cipher text in micro-blog by Http. 

The super nodes decrypts the command by PuK encapsulated 

in the code and approves this command (using public-key 

cryptography algorithms can prevent other attackers from 

using a fake command to host the botnet [6]). When a super 

node distributes commands to other super nodes, or a common 

nodes requests a command from a super nodes, the DES 

algorithm is used to encrypt and decrypt commands. The 

botnet nodes will generate a random secret key in the first run. 

The key is used to encrypt and decrypt commands. The list of 

neighbor nodes of a super nodes and the list of super nodes of 

an common nodes contain three main elements 

, ,i i iIP Port Pdes   , IP address, port number and nodes 

key.  

3. The super nodes use the other's secret key to transmit the 

commands when they distribute commands to other super 

nodes.  

4. When a normal node requests a command from a super 

nodes, the command is decrypted using the secret key of that 

super nodes.  

The secret key of every super node are randomly 

generated, and not the same. It can prevent other attacker from 

obtaining entire network communication after getting a secret 

key of a nodes.  

IV. EXPERIMENTAL EVALUATION  

Many scholars have studied the evaluation index of 

Botnets.  

Andbot and SUbot were studied in the literature [7], [8]. 

The botnet was evaluated in resilience, power consumption, 

and stability. Document [9] drawn on the advantages of CVSS 

proposed a new evaluation model for botnet CBSS. Document 

[10] simulates the P2P botnet from a complex network 

perspective. It used robustness as an index to evaluate the 

condition of a nodes when it fails. In my previous research 

[11], I proposed a botnet evaluation model and its evaluation 

indicators, including robustness, concealment, efficiency and 

effectiveness.  

The effectiveness is largely dependent on the size of 

botnets. The quality of command control channels cannot be 

embodied. Therefore, this article mainly takes the other three 

indexes as the indicators of evaluation.  

A. Experimental Environment 

In this paper, we use Visual Studio 2010 as the 
development environment, and use C# language to simulate 
the efficiency, robustness and communication concealment of 
Botnet communication. Defines the member of the common 
nodes as the reference class , such as: heartbeat time, member 
list, public key. Super nodes inherit from common nodes and 
have active functions of active sending and passive requested. 
To save system resources, all nodes only have analog 
communication functions, and system function is not 
available, such as: send traffic, collect documents and so on.  

http://dict.youdao.com/w/encrypt/#keyfrom=E2Ctranslation
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B. Efficiency Evaluation 

Efficiency refers to the time of each nodes received 

commands sent from the controller. It shows how fast the 

nodes in the botnet get commands. Efficiency is closely 

related to communication concealment. The higher the 

efficiency, the shorter the nodes access cycle, the greater the 

amount of traffic generated. The longer the node’s access 

cycle, the lower the efficiency, and the smaller the amount of 

traffic generated simultaneously.  

Assume that the time from controller sending command to 

all nodes to all nodes accept the command is T. Diameter 

represents the maximum distance between any two super 

nodes. Use D to represent the diameter of the entire botnet. 

The diameter D can be expressed as: 

max( ( , ))i jD d N N  (1) 

iN and jN  are any two points in super nodes.  

In P2P Botnet, diameter is used to measure efficiency. We 

can ignore the encryption and decryption time and forwarding 

time of the command. At the same time, it’s safe to ignore the 

difference in heartbeat time between nodes. It's more scientific 

only to consider it taking how many jumps between nodes to 

each other.  

In the process of simulation, the number of nodes varies 

from 1000 to 10000. Super nodes account for 20% of the total. 

Common nodes account for 80%. All super nodes can 

randomly select their neighbor nodes. The size of neighbor 

nodes is represented by L. L can be 30 or 20. The number of 

nodes in the list of super nodes in common nodes is 3-5.  

In the process of simulation, super nodes selection strategy 

can lead to larger changes in jumps. Stochastic model 

selection method is adopted in this paper. As we can see, with 

the increasing of the L, the number of jumps required for 

messaging is decreasing. At the same time, as the botnet 

grows, the number of jumps is increasing. Therefore, during 

the designing of the P2P botnet, increasing the list size of the 

super nodes in moderation can improve the efficiency of the 

entire network to obtain commands. However, if the list size 

of each super nodes is increased simply for increasing 

efficiency, it will increase the traffic, and the concealment of 

botnet will be weakened.  

 

 

Fig. 5. Command efficiency. 

C. Robustness Evaluation 

Robustness refers to the extent that some nodes lost for 

some reasons affect the entire botnet communication，and 

whether the communication of other normal nodes in the 

botnet is interrupted because of some lost nodes.  

We use connection rates to represent the robustness of the 

entire botnet. Connection rate is the proportion of the 

remaining nodes in the connected state and all the remaining 

nodes after the botnet deletes a part of the nodes.  

This paper uses ( )C p representative connectivity, ( )C p is 

as follows: 

#
( )

number of bots connected in botnet
C p

number of remaining bots

    


  
 (2) 

In the process of simulation, we generate 5000 botnet 

nodes, The proportion of super nodes and regular nodes is still 

1:4. The neighbor nodes list size of the super nodes is 8. For 

fully randomized networks and two layer P2P network our 

proposed, we randomly delete part of the nodes and test the 

connection rate of the whole network.  

 

 

Fig. 6. Botnet robustness. 

 

As we can see from the graph, in the random network, as 

the nodes deleted, the connection rate of the whole network is 

gradually decreasing. However, layered P2P networks can still 

show good robustness in the face of massive loss of nodes. 

The main reason is that the deletion of common nodes has no 

effect on the connectivity of the whole network. The entire 

network connectivity is affected only when enough scale super 

nodes are removed.  

D. Communication Concealment Evaluation 

Communication concealment depends on the size of the 

traffic generated by the entire botnet and the encryption mode 

of the communication. It represents the amount of traffic 

generated by a command, that is, the traffic generated from the 

controllers issuing an command to all nodes obtaining the 

command.  

Suppose the number of nodes in botnet is N . Among 

them, the number of common nodes accounted for 80%. 

Therefore, the number of common nodes is 80%* N . 

According to the command communication mechanism of the 

common nodes, only one request command is selected 
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randomly from the list of its own super nodes, so no additional 

traffic is generated. At the same time, on the assumption that 

the number of super nodes is 20%* N . Because the super 

nodes follow the principle that the same command does not 

forward or return, and the common nodes command 

communication mechanism is different. So the super nodes 

layer formed an undirected graph. According to the theorem of 

graph theory, in undirected graphs, the sum of the nodes is two 

times the number of edges. At the same time, the average 

degree of the super nodes is set to D . In practice, the number 

of super nodes can be adjusted dynamically. The degree of 

each super nodes is not necessarily the same. As follows: 

1

N

i

i

d

D
N


  (3) 

id indicates the degree of the super nodes i. According to 

the previous setting, we can calculate the amount of 

communication when the task is delivered. The amount of 

communication is: 

80%* 20%* * / 2T N N D   (4) 

The figure shows the amount of traffic that a botnet issue a 

command when the number of nodes between is 1, 000 and 

10, 000 and the average number of super nodes is 30 and 20. 

As can be seen from the diagram, the common nodes have 

little influence on the overall traffic, and the degree of the 

super nodes is the main contributor that affects the total 

amount of communication.  

 

 

Fig. 7. Botnet traffic. 

V. CONCLUSION  

Botnets are at a stage of rapid development, often with 

DDoS attacks and stealing personal private information, which 

is very harmful to the society and individuals. In order to 

avoid detection and traceability, botnet is changing its 

topology and command control mechanism. This paper studies 

a new type of P2P botnet based on social networks and its 

communication mode. Besides, we evaluated its efficiency, 

robustness and invisibility. The next phase of the research 

focuses on: (1) Analyze and identify Domain-Flux botnet 

through traffic, and propose the detection scheme; (2) 

Investiage the defense and blocking method of command 

control channel based on mobile botnet; (3) Study Mirai 

botnet samples and network data streams and analyze its 

detection method .  
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